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Learning Goals
● Lecture 10

● HTLC – from simple operations (hash + timelock) to complex behavior

● Understanding cross-chain atomic swaps and their trustless execution

● Why decentralized exchanges are needed (Mt. Gox, FTX risks)

● How HTLCs enable atomic swaps between different blockchains

● The role of hash locks and time locks in secure cryptocurrency exchanges



Cross-chain Atomic Swaps?
● A Showcase of Cross-chain Atomic Swaps

● Either swap happens or becomes void
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Why Cross-chain Atomic Swaps
● Use case: I want to exchange my 1 BTC to 37 ETH

● Obvious approach: use a centralized exchange, such as FTX, Binance, Bitstamp, or Kraken
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https://www.binance.com/en/trade/ETH_BTC
https://www.bitstamp.net/
https://www.kraken.com/


Why Cross-chain Atomic Swaps
● There was also Mt.Gox, BTC-e, and FTX

● You loose control over your funds (Mt. Gox)
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https://www.cnbc.com/2024/10/07/ftx-bankruptcy-judge-approves-more-than-14-billion-payback-plan.html
https://en.wikipedia.org/wiki/Mt._Gox


Mt. Gox
● Mt. Gox (short for Magic: The Gathering Online 

Exchange)

● July 2010 reused domain name, started Bitcoin trading 

platform

● April 2013, handled 70% of Bitcoin trades

● November 2013, users reported payout delays

● Exchange rates different from other trading platforms

● 7. February 2014, suspended all BT withdrawals

● “Bug in the Bitcoin system”: transaction malleability

● 20. February, suspended all withdrawals

● 24. February, all trading suspended, blank page

● 9. March 2014, filed for bankruptcy

● 850k Bitcoins missing

● 27.10.2025: Mt. Gox Delays Creditor 
Repayment to October 2026 [link]

● Compensate creditors, $460 million at the time, 
repaying 150k BTC (from lost 850k BTC)

https://en.wikipedia.org/wiki/Mt._Gox
https://www.coindesk.com/markets/2025/10/27/mt-gox-delays-creditor-repayment-to-october-2026
https://www.tomshardware.com/tech-industry/cryptocurrency/mt-gox-customers-are-finally-getting-their-crypto-back-thanks-to-bitcoins-massive-increase-in-value


Why Cross-chain Atomic Swaps
● Exchanges caught trading against their customers - to boost their numbers [link]
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https://www.sec.gov/comments/sr-nysearca-2019-01/srnysearca201901-5164833-183434.pdf


● With Atomic Swaps no trust in a centralized platform is needed: non-custodial
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Hashed Time-Locked Contracts
● Building Blocks of Cross-chain Atomic Swaps

● Cryptographic hashing: 

● one-way function - computationally efficient in one way, computationally highly expensive the other 
way

● deterministic – same input – same output

● collision resistant – highly expensive to find two inputs that hash to the same output
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https://dsl.i.ost.ch/lect/bl/hash.html

https://dsl.i.ost.ch/lect/bl/hash.html


Hashed Time-Locked Contracts
● Building block for cross-chain atomic swaps and payment channels

● Hash lock: 

● store hashed secret – publicly stored in a smart contract

● unlock – only if secret is provided (publicly)
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function redeem(bytes32 contractId, bytes32 secret) external {
  require(contracts[contractId].sender != address(0), "contract needs to exist");
  //encodePacked -> unpadded encoding
  require(contracts[contractId].hashedSecret == sha256(abi.encodePacked(secret)),"hashlock hash does 
not match");
  ...
  c.receiver.transfer(amountMinusFee);

stored provided



Hashed Time-Locked Contracts
● Building block for cross-chain atomic swaps and payment channels

● Hash time lock: 

● store hashed secret – publicly stored in a smart contract

● unlock – only if secret is provided (publicly) before timeout

Or

● unlock – after timeout
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function recover(bytes32 contractId) external {  
  ...  
  require(contracts[contractId].lockTime <= now, "refundable: timelock not yet passed");  
  ...  
  c.sender.transfer(c.amount);



Hashed Time-Locked Contracts
● Building block for cross-chain atomic swaps and 

payment ch.

● Hash time lock: 

● store hashed secret – publicly stored in a smart contract

● unlock – only if secret is provided (publicly) before timeout

Or

● unlock – after timeout
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OP_IF
  OP_SIZE
  AddInt64(secretSize)
  OP_EQUALVERIFY
  OP_SHA256
  AddData(secretHash)
  OP_EQUALVERIFY)
  OP_DUP
  OP_HASH160
  AddData(pkhThem[:])
OP_ELSE
  AddInt64(locktime)
  OP_CHECKLOCKTIMEVERIFY
  OP_DROP
  OP_DUP
  OP_HASH160
  AddData(pkhMe[:])
OP_ENDIF
OP_EQUALVERIFY
OP_CHECKSIG
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Hashed Time-Locked Contracts
● Now we are ready to do an atomic swap with Alice and Bob

● 1 BTC for 37 ETH
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Atomic Swaps
● Now we are ready to do an atomic swap with Alice and Bob with HTLC

● Alice (initiator) creates “secret”, shares with Bob, hash(secret)

● Bob now knows hash(secret)

Blockchain BTC

Blockchain ETH

Alice Bob
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Atomic Swaps - Alice reveals secret to redeem 1 BTC
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Atomic Swaps - Bob goes offline (worst case)
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