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Learning Goals
● Lecture 3

● Ethereum basic concepts
— Gas

— Smart contracts

— Account / UTXO

— Web3

— Architecture

● 51% Attacks
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Summary: Bitcoin Stakeholders

● Building blocks [source] 

https://dsl.i.ost.ch/lect/bl/
https://andersbrownworth.com/blockchain/
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Bitcoin / Ethereum
● Bitcoin vs. Ethereum

● Implementing new features slow
— Many Bitcoin hardforks (segregated witness vs. 

increasing block size voting) Cash vs. SV
● Bitcoin Script limited

— Lightning network
● Pros and Cons – no silver bullet

● Ethereum (1 ETH ~ 2900$)
● Generalized blockchain (loops, arithmetics, etc.)
● White paper released in December 2013
● Protocols designed from scratch (not like Litecoin, 

Peercoin)
● Ethereum foundation located in Zug (initiator known) 

- non-profit foundation
● Mining reward ~ block every ~12s – ~3%

Vitalik Buterin

https://www.investopedia.com/tech/history-bitcoin-hard-forks/
https://lightning.network/
https://cryptowat.ch/charts/KRAKEN:ETH-USD
https://ethereum.org/en/whitepaper/
https://ycharts.com/indicators/ethereum_average_block_time
https://beaconcha.in/ethstore
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Ethereum History
● Olympic (past) – released 09.05.2015

● Last Ethereum Proof-of-Concept series

● “Olympic will feature a total prize fund of up to 
25,000 ether” (now 100m USD)

● Frontier (past) - released 30.07.2015
● Main public network, “Beta”/use at your own 

risk

● Homestead (past) - released 14.03.2016
● Public network considered “stable”, integrate 

critical protocol changes

● Fusaka – 03.12.2025

Name Release Date Description

Prague-Electra 
("Pectra")

May 7, 2025 The Prague-Electra ("Pectra") upgrade included several improvements to the 
Ethereum protocol aimed at enhancing the experience for all users, layer 2 
networks, stakers and node operators.

Cancun-Deneb 
("Dencun")

Mar 13, 2024 Introduced EIP-4844 (Proto-Danksharding) for reducing layer 2 rollup costs, 
among other enhancements.

Shanghai-
Capella 
("Shapella")

Apr 12, 2023 Enabled staking withdrawals from the consensus layer to the execution 
layer.

Paris (The 
Merge)

Sep 15, 2022 Transitioned Ethereum from proof-of-work to proof-of-stake, significantly 
reducing energy consumption of the network.

Bellatrix Sep 6, 2022 Prepared the network for The Merge by updating fork choice rules and 
bringing validator penalties to full enforcement.

Gray Glacier Jun 29, 2022 Delayed the difficulty bomb to ease the transition to proof-of-stake.

Arrow Glacier Dec 8, 2021 Similar to Gray Glacier, it delayed the difficulty bomb to ease the transition to 
proof-of-stake.

Altair Oct 27, 2021 Enhanced support for light clients, increased validator penalties, and 
introduced sync committees.

London Aug 5, 2021 Implemented EIP-1559, altering the transaction fee model to improve 
predictability and reduce fee volatility.

Berlin Apr 15, 2021 Improved gas costs for certain EVM actions and added support for multiple 
transaction types.

Muir Glacier Jan 2, 2020 Delayed the Ethereum difficulty bomb, intending to decrease block times 
until the next planned upgrade.

Istanbul Dec 8, 2019 Implemented various EIPs to enhance denial-of-service attack resilience, 
and gas cost efficiencies for certain EVM operations.

Constantinople Feb 28, 2019 Introduced several cost-adjustments for on-chain operations to improve 
network performance and interoperability with Zcash.

Byzantium Oct 16, 2017 Part of the Metropolis update, it included privacy improvements and added 
new opcodes for contract developers.

Spurious 
Dragon

Nov 22, 2016 Enhanced network security and refined the blockchain following the DAO 
attack by introducing state clearing.

Tangerine 
Whistle

Oct 18, 2016 Addressed the denial-of-service attack vectors and adjusted the gas pricing 
for various opcodes.

Homestead Mar 14, 2016 Officially moved Ethereum from beta to a more stable stage with 
improvements to transaction processing.

Frontier Jul 30, 2015 The initial release of Ethereum, setting the foundation of the blockchain with 
the capability of executing smart contracts.

https://ethereum.org/history/

https://blog.ethereum.org/2015/05/09/olympic-frontier-pre-release/
https://cointelegraph.com/explained/ethereums-fusaka-upgrade-set-for-november-what-you-need-to-know
https://ethereum.org/history/
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2017

2016Ethereum Stats
● Basic Stats

● 2nd in market cap ~ 480b USD

● Daily transactions
now ~1500k per day (17tx/s avg)

● Node count (~10k)

● Blocksize ~90-270KB

● Accounts (340mio)

● Mining – 35m ETH staked, Top 12 (2023)

https://beaconcha.in/charts
https://coinmarketcap.com/
https://coinmarketcap.com/
https://etherscan.io/chart/tx
https://etherscan.io/nodetracker
https://etherscan.io/chart/blocksize
https://etherscan.io/chart/address
https://beaconcha.in/charts/staked_ether
https://www.coingecko.com/research/publications/ethereum-staking-statistics
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What is Gas? (1)
● Past: Gas Price set by Miner

● Now: algorithmic base fee + priority fee
● Gas price ~36+2 gwei

● Miner decides which transaction at which 
gas price to include
● Market for transactions

● Gas price with low priority fee, longer waiting 
time until TX will be included

● Units:

https://etherscan.io/gastracker
https://coinguides.org/ethereum-unit-converter-gwei-ether/
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What is Gas? (2)
● Block time: ~12-13s

● Smart Contracts are turing complete
● Every instruction needs to be paid for (example)

● Malicious / faulty contracts
● If you run out of gas, state is reverted, ETH gone

so
ur

ce

https://etherscan.io/vmtrace?txhash=0x0866b19264d5f6c1b2040353557f0c057f95fb51a0de0209012d87b26bf201f2
https://ethereum.github.io/yellowpaper/paper.pdf
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Ethereum smart contract
● Computation and storage on EVM is "very expensive“: 

every contract is run on every full Ethereum node
● Result on every node is the same

● Global computer, always running, always correct

● Account-based
● 2 types: externally controlled, contract

— Both can have and send ether

— External accounts: controlled by private keys

● Contract accounts never executed on their own
— Contract accounts: controlled by code

— All action fired from externally controlled accounts

EVM

EVM

EVM

EVM

EVM

EVM

EVM

EVM

https://en.wikipedia.org/wiki/Ethereum#Virtual_Machine
https://ethereum.org/en/developers/docs/accounts/
https://ethereum.org/en/developers/docs/accounts/
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Account-based UTXO-based

Account vs UTXO - Introduction

• Global state stores a list of accounts with balances 
and code

• Transaction is valid if the sending account has 
enough balance

• Balance on sender is deducted, new balance

• If the receiving account has code, the code runs, and 
state may be changed

• Signature must match sending account

• Every referenced input must be valid and not yet 
spent

• Total value of the inputs must equal or exceed the 
total value of the outputs
• You always spend all outputs

• Transaction must have a signature matching the 
owner of the input for every input
• Script determines if input is valid

Miner fee

https://news.bitcoin.com/mining-pool-btc-com-80-btc-fee-refund/
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MetaMask
● MetaMask

● Web3 browser plugin to make Ethereum transactions in browsers
● Manage your key pairs and sign blockchain transactions
● MetaMask injects  javascript library - ethers.js  / viem
● Uses infura

● Remix IDE: https://remix.ethereum.org

● Testnet: sepolia
● https://sepolia.etherscan.io/   (blockchain explorer)

● No mining (use faucet https://sepolia-faucet.pk910.de/)

https://docs.ethers.io/v6/
https://viem.sh/
https://infura.io/
https://remix.ethereum.org/
https://sepolia.etherscan.io/
https://sepolia-faucet.pk910.de/
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Example
● Installation of notary-example

● docker compose up --build

● pnpm install && pnpm run dev

● Open Browser: http://localhost:3000

https://github.com/tbocek/notary-example
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Architecture Overview

Remix IDE
Compiler

EVM

Local Ethereum Node

Instructions

pragma solidity 
^0.7.1;

contract Notary {
    …
}

EVM

EVM

EVM

EVM

EVM

EVM

EVM

EVM
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EVMArchitecture Overview

Remix IDE
Compiler

EVM

Local Ethereum Node

Instructions

pragma solidity 
^0.7.1;

contract Notary {
    …
}

EVM

EVM

EVM

EVM

EVM

EVM

EVM
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EVMArchitecture Overview

Remix IDE
Compiler

EVM

Local Ethereum Node

Instructions

pragma solidity 
^0.7.1;

contract Notary {
    …
}

EVM

EVM

EVM

EVM

EVM

EVM

EVM
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EVMArchitecture Overview

Remix IDE
Compiler

EVM

Local Ethereum Node

Instructions

pragma solidity 
^0.7.1;

contract Notary {
    …
}

EVM

EVM

EVM

EVM

EVM

EVM

EVM
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51% Attack
● “If a majority of CPU power is controlled by 

honest nodes, the honest chain will grow the 
fastest and outpace any competing chains.”
● https://bitcoin.org/bitcoin.pdf 

● PoW: majority of hashing power, PoS: majority of 
coins

● How expensive is a 51% attack?
● Buy an attack?

● Double spend, or rollback transactions
● X is an exchange
● Mine secretly, Y is your address
● X arrived – payout (1 block conf.)
● You mine faster, broadcast secret chain
● Tx F→X: 15 never happened, goes to Y

A → B: 10
E → H: 15
0003b22

B → C: 10
F → X: 15
0006a42

J → K: 11
M → N: 2
000b9df

B → C: 10
F → Y: 15
000acdf

J → K: 11
M → N: 2
00052df

U → P: 17
Q → R: 9
00012cf

https://bitcoin.org/bitcoin.pdf
https://www.crypto51.app/
https://www.nicehash.com/
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51% Attack
● Control over 50% of the scarce resources

● Pools: cooperative puzzle solving

● Solo: competitive puzzle solving

● 07.08.2021: Bitcoin SV rocked by three 51% 
attacks in as many months [link]

● 30.08.2020: Ethereum Classic suffers 
another 51% attack [link]
● “The total value of the double spends that we 

have observed thus far is 219,500 ETC 
(~$1.1M).”

● 08.11.2020: Grin network hit with 51% attack 
while GRIN token remains resilient [link]

● 17.08.2025: Kraken pauses Monero 
deposits following 51% attack [link]
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https://cointelegraph.com/news/bitcoin-sv-rocked-by-three-51-attacks-in-as-many-months
https://cointelegraph.com/news/ethereum-classic-suffers-another-51-attack
https://cointelegraph.com/news/grin-network-hit-with-51-attack-while-grin-token-remains-resilient
https://cointelegraph.com/news/kraken-pause-monero-deposits-after-51-attack
http://blockchain.info/pools
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