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Traditional / Centralized Finance (TradFi/CeFi)

e Traditional / Centralized finance (TradFi/CeFi) * “Clay tokens, described by some scholars as
originally from ancient Mesopotamia the world's first money, found in Susa, Iran

« However, in this lecture, with CeFi, | refer to have been dated to 3300 B.C.” [history]
trading using blockchain with centralized
entities, when talking about the regular
banking, | refer to TradFi.

e Since then, wide range of goods and assets as
currency [link].

Cattle, cacao and coffee beans, or cowrie shells,
salt, precious metals

— Gold has enjoyed near universal global acceptance
as a store of value e

— Fiat currencies (USD, CHF). h o | @

— fiat (,Es sei getan! Es geschehe! Es werde!*) v

Image Source: https://factsanddetails.com/world/cat56/sub363/item1514.html
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https://de.wikipedia.org/wiki/Mesopotamien
https://financesonline.com/evolution-of-money-from-ivory-tusks-to-heavy-metals/
https://www.investopedia.com/terms/f/fiatmoney.asp
https://de.wikipedia.org/wiki/Fiatgeld
https://factsanddetails.com/world/cat56/sub363/item1514.html#chapter-4
https://factsanddetails.com/world/cat56/sub363/item1514.html

CeFi vs. DeFi - Key Features

* Currency either carries intrinsic value (e.g.,
land, shares) or created by a centralized
entity (reserve bank) (fiat currency) [SNB]

- Government is backing the financial value of a
currency (regulated, trusted)

* Blockchain’s (BC) key innovations is the
transfer and trade of financial assets without
trusted intermediaries.

- Decentralized Finance (DeFi) specializes in
advancing financial technologies and services
on top of smart contract enabled ledgers.
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CeFi vs. DeFi — 3 distinct features

1) Transparency
— Public rules and protocols [sushiswap]

— Avoid private agreements, back-deals and
centralization

2) Control

— DekFi gives control to its users. No-one should
censor, move or destroy the users’ assets

3) Accessibility [unbanked] [but...]

— Anyone with a computer, internet connection and
know-how can use or create DeFi products
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https://en.wikipedia.org/wiki/Reserve_Bank
https://www.snb.ch/en/
https://github.com/sushiswap/sushiswap
https://en.wikipedia.org/wiki/Unbanked
http://web.archive.org/web/20240413160814/https://blog.prologe.press/blog/crypto-and-the-unbanked
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* Financial gain in DeFi also presents a
significant contrast to TradFi.
BTCB Staking APR : 116% 2.75k 325.09 1.82%

Total APR: 1.54% BTCB BTCB

* Inthe years 2020 and 2021, DeFi offered — :
higher annual percentage yields (APY) than s omgum. omm SOK  OTK .
TradFi

. 2021 https://app.alpacafinance.org/lend
- TradFi interest rates

« DeFi interest rates

Asset
i 1.5 k
@ USD Coin <‘0~S 4.22% 1_331: 5.38%

« Today: TradFi vs DeFi - closing the gap ( Rond s e

. y ) ] ., . . . Dai Stablecoin 13'9”8:?'1 3.83% 13?9779}:1 5.63%
* DeFi enables “similar” traditional financial
5 Rocket Pool Protocol 570,99k Sr% S/8.90K 7.31%
r u Ct $5.86M $3.80M
F) O d S O Curve.Fi USD Stablecoin 7({(3);708 3.54% 5%?'33K 5.29%
699.83K 524.68K

+ DeFi also enables novel financial primitives, e R oam a7
such as flash loans [hack, what happened] @ Luspsawecon oo arm

Frax '98.25K 599.88
798.25 e B8K 4.70%
@ $795.95K $598.15K

2024: https://app.aave.com/markets/?marketName=proto_mainnet_v3
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https://www.moneyland.ch/de/negativzinsen-schweizer-banken
https://www.swissquote.com/de-ch/private/trade/products/securities/money-markets
https://app.aave.com/markets/?marketName=proto_mainnet_v3
https://docs.aave.com/developers/guides/flash-loans
https://etherscan.io/tx/0x0fe2542079644e107cbf13690eb9c2c65963ccb79089ff96bfaf8dced2331c92
https://inspexco.medium.com/cream-finances-incident-analysis-yusd-share-price-manipulation-ebd55c56d8eb
https://app.aave.com/markets/?marketName=proto_mainnet_v3
https://app.alpacafinance.org/lend

DeFi Decision Tree

* The boundaries of DeFi and CeFi not clear cut
v

Can Can
_ Ar_e the someone someone
financial assets single-handedly single-handedly
controlled by the user gumm g consor a transaction censor the protocol
(non-custodial)? execution? execution?

> Centrally governed
DeFi

CeFi Intermediary,
DeFi Settlement

No

: Qin, Kaihua, et al. "CeFi vs. DeFi--Comparing Centralized to
5 | Blockchain Decentralized Finance." arXiv preprint arXiv:2106.08157 (2021). [link]
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https://arxiv.org/pdf/2106.08157.pdf

High-Level Systematization of DeFi
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Qin, Kaihua, et al. "CeFi vs. DeFi--Comparing Centralized to

Decentralized Finance." arXiv preprint arXiv:2106.08157 (2021). [link]

(S

Front-Running
Back-Running *
Pump & Dump o

«

Wash Trading vy

T

Market Cornering &4

Qear Raiding aj

OST


https://arxiv.org/pdf/2106.08157.pdf
https://en.wikipedia.org/wiki/Bear_raid
https://en.wikipedia.org/wiki/Cornering_the_market

Key DeFi Properties

1) Public Verifiability 3) Privacy: DeFi is present on non-privacy
preserving smart contract blockchains (e.g.,

- While the DeFi app may not be fully open- not on Monero).

sourced, the execution and bytecode must be
publicly verifiable on a BC - BCs offer pseudoanonymity, but no real
— Verify and Publish Source Code anonymity

2) Custody

« DekFi allows its users to control their assets at
any time (no need to wait for the bank to
open). Technical risks are with the user, with
CeFi, is mostly with the bank (USP) — Can be queried by law enforcement

— deanonymization / clustering of transaction data

Centralized exchanges with KYC/AML
practices are often the only viable route to
convert between fiat and cryptocurrency assets
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https://etherscan.io/verifyContract
https://www.getmonero.org/
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9265226

Key DeFi Properties

4) Atomicity: A BC transaction supports 5) Execution Order Malleability: Users on
sequential actions, which can combine permissionless blockchains typically share

multiple financial operations. publicly the transactions

* No centralized entity ordering transaction
execution, peers can perform transaction fee

- This combination can be enforced to be atomic bidding contests to steer the transaction
execution order. [frontrunning]

+ Flash loan example

« While this programmable atomicity property

mostly absent from CeFi, (likely costly and various market manipulation strategies, which are

slow) legal agreements could enforce atomicity widely used on BCs nowadays [generalized-frontr
in CeFi as well. unning]

— Such order malleability was shown to result in

* In CeFi: regulatory bodies impose strict rules
on financial institutions and services as in
how transaction ordering must be enforced
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https://coinmarketcap.com/alexandria/glossary/front-running
https://arxiv.org/pdf/2102.03347.pdf
https://arxiv.org/pdf/2102.03347.pdf

Key DeFi Properties

6) Transaction Costs: Transaction fees in DeFi 8) Non-stop Market Hours: It is rare for TradFi
and blockchains in general are essential for markets to operate without downtime.

the prevention of spam New York Stock Exchange & Nasdaq Stock

In CeFi, financial institutions can opt to offer Exchange business hours are Monday to
transaction services at no cost (or are Friday from 9:30 a.m. to 4 p.m. Eastern Time.
mandated by governments to offer certain
services for free) because of the ability to rely
on KYC/AML verifications of their clients

— Many DeFi markets are open 24/7 (unless hacked
or in maintenance mode)

DeFi has no pre- or post-market trading
7)Anonymous Development and Deployment:

Many DeFi projects are developed and
maintained by anonymous teams

System outages at TradFi stock happened
(e.g., GameStop short squeeze event)

9 | Blockchain O OST


https://robinhood.com/us/en/
https://en.wikipedia.org/wiki/GameStop_short_squeeze

Regulations

* Regulatory uncertainty (e.g., does a software
programmer hold liability to do KYC/AML for an
application or code he/she provides to the
public?)

A)Censoring (Temporarily) Transactions

- Miners can decide to temporarily censor
transactions

- Nodes in lightning may simply refuse a
transaction (forcing the user to fall-back to on-
chain payment channels)

B)Blacklists, Fungibility and Destruction of Assets

« Once a service provider is KYC/AML regulated,
the freezing and confiscation of financial assets
may be requested

Blockchain

e USDT and USDC have blacklistes

USDT: 1820 accounts blacklisted so far, 1.27B
USDT are banned

function transfer(address _to, uint _value) public
whenNotPaused {

require(!isBlackListed[msg.sender]);
if (deprecated) {
return UpgradedStandardToken(upgradedAddress).
transferBylLegacy(msg.sender, _to, _value);
} else {
return super.transfer(_to, _value);
}
3
function addBlackList (address _evilUser) public

onlyOwner {

isBlackListed[_evilUser] = true;
AddedBlackList(_evilUser);

}

function destroyBlackFunds (address _blackListedUser)

public onlyOwner {
require(isBlackListed[_blackListedUser]);
uint dirtyFunds = balanceOf(_blackListedUser);
balances[_blackListedUser] = 0;
_totalSupply -= dirtyFunds;
DestroyedBlackFunds (_blackListedUser, dirtyFunds);

Listing 1: USDT code blacklist functionality.
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https://etherscan.io/token/0xdac17f958d2ee523a2206206994597c13d831ec7#writeContract
https://dune.com/phabc/usdt---banned-addresses

Future? (opinion)
* Will DeFi replace CeFi?

+ Financial system still requires trust

— Fully decentralized mortgage ~difficult

-« DeFi will change traditional banking

* DeFi could become the underlying infrastructure of future banks, whereas traditional finance /
custody adapt

https://en.wikipedia.org/wiki/File:Paradeplatz_2015.jpg



https://en.wikipedia.org/wiki/File:Paradeplatz_2015.jpg

CEX: Exchange Rate

* Centralized (CEX): ask/bid, sell/buy, the last trade, e.g., 200
DAl for 1 ETH - price (order book)

Workflow: create order, publish on exchange, wait to get filled.
Browse orders, start fill order.

Prince changes if trade happens, ask was same or lower than bid.
Ask/bid submitted by users — add/remove orders

Slippage: you see a price, submit, and until its executed, price can
change.

— Set limits, order may stay in the orderbook

* Decentralized (DEX): ratio of pairs (automatic market making)
Workflow: exchange pairs
Example amount in pool: DAI 200, ETH 1 - price 200DAI/1ETH

e Both: large swap can change price — price impact
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https://www.binance.com/en/trade/BTC_USDT
https://www.investopedia.com/terms/s/slippage.asp
https://finance.yahoo.com/news/automated-market-maker-153707256.html

DEX: Exchange Rate /| Decentralized Swaps

« DEXuses X *Y =Kk, where k is constant, X and Y are asset values (if you
take out X you need to provide Y)

DAI = 200, ETH = 1, k = 200
« Constant function market makers (CFMM)

“We are still very early in the evolution of constant function market makers...” [ref]

Quantity of Asset B

« Exchange price calculation (X*Y =k) - X*Y=(X+Xx)* (Y -y)
Swap for 0.5 ETH, if you send 0.5 ETH to pool
—  200*0.5/(1+0.5) = 66 .. Yx

1 : r ) Quantity of Asset A o

- 66/0.5 - 133 DAl - ~133 DAl for 1 ETH ) "L X

is dnput asset amount (ETH)
is input asset balance (ETH)
is output asset amount (DAI)
is output asset balance (DAI)

Deduct 66 DAI from pool, add 0.5 ETH - 133/1.5 - ~ 88 DAI for 1 ETH

- K=133.333*1.5=200

<< X X

— Never draining the pool

— Trade with better price than resulting pool (huge price impact)
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https://medium.com/bollinger-investment-group/constant-function-market-makers-defis-zero-to-one-innovation-968f77022159

Exchange Rate /| Decentralized Swaps

] X 1is input asset amount (ETH)

® Reverse Of 133/15 - I want to buy ETH W|th 66 DAI X s -input asset balance (ETH)
B e y is output asset amount (DAI)

1.5%66/(133+66) = 0.5  x— XV Y is output asset balance (DAI)

Y+
Swap at price 133.333 - new price 200DAI/ETH - reversible

 If swap price == the final pool price

Y=Y - _X
X+ X X X + 2X
Example 200%0.5/(1+2%0.5) = 50
— 150/1.5 = 50/0.5 (swap and final price the same)

However, not reversible with same numbers. To get the same price
(200), need to swap 75 DAI for 0.375ETH - 225/1.125ETH

THORChain .
xYX

(x + X)*
14 | Blockchain OOST




Decentralized Swap
* Many AMM variations

: : : is dnput t t ETH
»+ THORChain — punish large swaps [how its calculated] Y ie l:gﬂt e e EETHi
. _ . y is output asset amount (DAI)
Example: 0.5* 200 *1 /(0.5 + 1)*2 = 44.4 (price 88DAI/1ETH) Y is output asset balance (DAI)
Resulting pool: 155.555/1.5 - price 103.7DAI/1IETH VY
J XYA
— Large trades gives you a worse rate than the resulting pool price. Small b (x + X) 2

values, e.g., 0.1 ETH - 16.5DAI / 165DAI/ETH, pool: 166.8DAI/ETH
* More AMMs, here

» Attacks: Exploit slippage tolerance: sandwich attack (front-
running) [seen in practice]
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https://docs.thorchain.org/roles/swapping
https://docs.thorchain.org/thorchain-finance/continuous-liquidity-pools
https://medium.com/anchordao-lab/automated-market-maker-amm-algorithms-and-its-future-f2d5e6cc624a
https://arxiv.org/pdf/2103.12732.pdf
https://medium.com/coinmonks/defi-sandwich-attack-explain-776f6f43b2fd
https://pub.tik.ee.ethz.ch/students/2021-FS/BA-2021-07.pdf

Decentralized Swap
 Swap 0.5 ETH for DAI, how much DAI? (price 200DAI/ETH) s Yx
* (price 133DAI/ETH), but DAI funds not decreased yet y X+ X
* Pool: 133 DAI, 1.5 ETH, price (88DAI/ETH)
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DeFi Fundamentals

e Swaps (just covered) * Flash loans
* Arbitrage bots - Same chain: arbitrage bots can use flash loans
- Swapping in multiple pools or CEX, if a boot - Get loan and pay it back in the same
sees e.g., a trading opportunity, transaction
— Example: Pool 1: 250 DAI for 1 ETH, pool 2: 200 — No risk for lender, either he gets the tokens back
DAI for 1 ETH or transaction is invalid
— Arbitrage bot has 1 ETH (not considering price * Example with Aave: from 1000 to 1045,
impact in this example) iIncluding payback of 1000.9
— Buy for 1 ETH 250 DAI in pool 1 . SushiSwap, Uniswap, DAI, WETH
— Sell 250 DAI for 1.25 ETH in pool 2, profit =

0.25 ETH * Without arbitrage bots, DEX does not work!

- Keep the same price across exchanges Essential part of the ecosystem
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https://etherscan.io/tx/0x5e1657ef0e9be9bc72efefe59a2528d0d730d478cfc9e6cdd09af9f997bb3ef4

DeFi Fundamentals

e Swaps (just covered)
* Arbitrage bots (just covered)
 Liquidity providers (LP)
«  Someone should provide liquidity - filling the pools

« General rules for AMM-based DEX
— Providing / removing liquidity - no change of price
— LP provide 50/50 ratio of assets, example with a 200DAI/1IETH pool
— LP can provide 100DAI/0.5ETH, or 400DAI/2ETH
— LPa gets liquidity units (LP token), with 100/0.5 (new pool: 300/1.5), LP. owns 1/3 of the pool

* Why should a LP provide liquidity?
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Liquidity Providing

* LP token - % of the liquidity provided in the
pool
- Earn fees for providing liquidity
- For each swap, user has to pay fees

— Fees are distributed proportionally to the amount
of LP tokens

- Eg., fees collected are 2ETH, LP gets 10%,
0.2ETH

« More liquidity provided by others, the 10% will
be decreased - less earnings

Blockchain

* Why is not everyone providing liquidity?

«*

Free money?

BUSD

usDT

TUSD

1ibTUSD = 1.0057 TUSD

BTCB

ETH

Lending APR:
Staking APR :

Total APR:

Lending APR:
Staking APR :

Total APR:

Lending APR:
Staking APR :

Total APR:

Lending APR:
Staking APR :

Total APR:

Lending APR:
Staking APR :

Total APR:

10.35%
1.38%
1.73%

9.81%
1.76%
11.56%

0.921%
1.98%
2.9%

0.377%
1.16%
1.54%

0.830%
0.632%
1.46%

206.17M
BUSD

117.95M
usDT

59.56M
TUSD

2,75k
BTCB

55.81k
ETH

131.73M
BUSD

71.4M
usDT

1M
TUSD

325.09
BTCB

9.79k
ETH

63.89%

60.53%

18.47%

1.82%

17.53%



Liquidity Providing
* Impermanent Loss (its mostly permanent, better name: price shift loss)

+ “Users who provide liquidity to AMMs can see their staked tokens lose value compared to simply
holding the tokens on their own.”

Example: | own 10% of the pool: 200 DAI (price 1$), 1 ETH (price 200%)
— 20 DAI, 0.1 ETH ($20) — $40

ETH price goes up 300%, hodler:
Yx

™ X

~ 20 DAI, 0.1 ETH ($30) - $50 y=3

Pool is at 200/1, other pools are at 300/1 - arbitration
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https://blog.bancor.network/beginners-guide-to-getting-rekt-by-impermanent-loss-7c9510cb2f22

Liquidity Providing

* Uniswap formula: ~245DAI/0.8166

2000% |

10% of 245 DAl - $24.5
10% of 0.8166 ETH — 0.08166 ETH ($24.5) -’
f

e $49 vs $50 - 1% loss instead hodling |
|III

— The more volatile the market is the higher the
[

-60.00% |

impermanent loss

540000 5500.00

520000 $300.00
ETH price

* LP Token: fees + impermanent loss

Other incentive staking: if you place your token
in a staking or yield farming contract

OOST
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https://blog.bancor.network/beginners-guide-to-getting-rekt-by-impermanent-loss-7c9510cb2f22
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Lets use a DEX

e SushiSwap * https://www.sushi.com/swap?chainld=11155111

ClassicAMM - v3 introduces concentrated
liquidity, which makes the impermanent loss

situation better, but introduces complexity Trade
UniswapV2Router02.sol Cme e
UniswapV2Factory.sol Sy tmh DAL 3G CrosiGnel “
Sepolia, V2Factory N
0.0 O ETH v
Sepolia, V2Router02 . ———
0.0 usDC v
$ 0.00 B 0.00

Blockchain
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https://github.com/sushiswap/v2-core/blob/master/contracts/UniswapV2Router02.sol
https://github.com/sushiswap/v2-core/blob/master/contracts/UniswapV2Factory.sol
https://sepolia.etherscan.io/address/0x734583f62Bb6ACe3c9bA9bd5A53143CA2Ce8C55A#writeContract
https://sepolia.etherscan.io/address/0xeaBcE3E74EF41FB40024a21Cc2ee2F5dDc615791
https://www.sushi.com/swap?chainId=11155111
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