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Blocktime and Gas

* Gas Price set by Miner

* Gas price too low, longer waiting time until
TX will be included

« Gas price ~59 gwel

Miner decides which transaction at which
gas price to include

Market for TX

Blockchain

1 ether =
1000000000000000000 @ wel
1000000000000000 Kwei
1000000000000 Mwei
1000000000 @ Gwei
1000000 = szabo
1000 @ finney
1 ether
0.001 Kether
0.000001 Mether
0.000000001 Gether
0.000000000001 = Tether
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https://www.ethgasstation.info/

APPENDIX G. FEE SCHEDULE

The fee schedule (7 is a tuple of 31 scalar values corresponding to the relative costs, in gas. of a number of abstract
operations that a transaction may effect.

Name Value Description®
(i 0 Nothing paid for operations of the set W, ...
Ghase 2 Amount of gas to pay for operations of the set Wi, ...
- Guerylow 3 Amount of gas to pay for operations of the set Wiryiouw-
Glow 5 Amount of gas to pay for operations of the set Wigy.
Gmid 8 Amount of gas to pay for operations of the set W,,,,.
Ghigh 10 Amount of gas to pay for operations of the set Wy, .
G ertrade 700  Amount of gas to pay for operations of the set W, ode-
B anee 400  Amount of gas to pay for a BALANCE operation.
. Gaicad 200 Paid for a SLOAD operation.
. s
e B | OoC k tl me. — 14' 155 I 1 Paid for a JUMPDEST operation.
Gaser 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.
G areset 5000  Paid for an SSTORE operation when the storage value’s zeroness remains unchanged or is set to zero.
Rasciear 15000  Refund given (added into refund counter) when the storage value is set to zero from non-zero.
o | Ce a e Reniicide 24000 Refund given (added into refund counter) for suiciding an account.
g G auicide 5000 Amount of gas to pay for a SUICIDE operation.
e 32000  Paid for a CREATE operation.
Gleodedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.
= Geall 700  Paid for a CALL operation.
[ ] SI ' I t ‘ t t t g I I I pl t (2 e Linatrs 9000 Paid for a non-zero value transfer as part of the CALL operation.
ar O n raC S are u rl n CO e e Galistipend 2300 A stipend for the called contiract subiracted from G o ppparee for a non-zero value transfer.
Ghewaccount 25000 Paid for a CALL or SUICIDE operation which creates an account.
Gezp 10 Partial payment for an EXP operation.
H H H (e 10 Partial payment when multiplied by [log,..(erponent)] for the EXP operation.
Y phy W & 256
Eve ry I n Stru Ct I O n n e e d S to b e p al d for Gmemory 3 Paid for every additional word when expanding memory.
Ghrxereate 32000  Paid by all contract-creating transactions after the Homestead fransition.
| (B rrerm 4 Paid for every zero byte of data or code for a transaction.
exal I I p e (2 irdaianonzers G8  Paid for every non-zero byte of data or code for a transaction.
Giransaction 21000  Paid for every transaction.
Glog 375 Partial payment for a LOG operation.
- . . . Glogdata 8 Paid for each byte in a LOG operation’s data.
[ ] G / G | rT'] 't b rT] Glogtopic 375 Paid for each topic of a LOG operation.
a'S rl C e aS I I I n e rS Gataz 30 Paid for each SHA3 operation.
(2 s hasueord 6 Paid for each word (rounded up) for input data to a SHA3 operation.
By 3 Partial payment for *COPY operations, multiplied by words copied, rounded up.
f f - d Ghlockhash 20 Payment for BLOCKHASH operation.
]
If you run out of gas, state Is reverted, ETH
gone o
= {STOP, RETURN} )
= {ADDRESE‘L ORIGIN, CALLER, CALLVALUE, CALLDATASIZE, CODESIZE, GASFPFRICE, COINBASE, g
TIMESTAMFP, NUMBER, DIFFICULTY, GASLIMIT, POP, PC, MSIZE, GAS} = 20
Wyerytow = {ADD, SUB, NOT, LT, GT, S5LT, SGT. EQ, ISZERO, AND, OR, XOR, BEYTE, CALLDATALOAD, ~
"]
MLOAD, MSTORE, MSTORESR, PUSH*, DUP*, S\’&-’AP*} °
o [aa]
Wiew = {MUL, DIV, SDIV, MOD, SMOD, SIGNEXTEND}
Wia = {ADDMOD, MULMOD, JUMP} 10
Whign = {JUMPI}
Wesicode = {EXTCODESIZE}
0
eoz °’0J "oJ eOJ eo\)
. [EN & -~ e EH
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https://www.cryptocompare.com/coins/guides/what-is-the-ethereum-ice-age/
http://etherscan.io/remix?txhash=0x0866b19264d5f6c1b2040353557f0c057f95fb51a0de0209012d87b26bf201f2
http://gavwood.com/paper.pdf

Account vs UTXO - Introduction

Account-based UTXO-based

- Global state stores a list of accounts with balances - Every referenced input must be valid and not yet
and code spent
Transaction is valid if the sending account has - Total value of the inputs must equal or exceed the
enough balance total value of the outputs

- Balance on sender is deducted, new balance + You always spend all outputs

- Signature must match sending account - Transaction needs to execute successful a script to

- termine if input is vali
- If the receiving account has code, the code runs, and dete € putis valid

state may be changed

Account 1 ) ( Account 2 R ( Transaction 1 ) (" Transaction 2 N
4ETH 1 ETH - o 4 BTC » [ 5o 6 BTC
25 ETH In Ol > |In Out| ——> 25 BTC —>
1 ETH 1ETH 1 BTC | 1BTC
—> |In Out| +—> Out —> |In Out| 4+—>

\ ) 2 ETH " \ | 2 BTC "
21 BTC l
_J _J
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https://markets.businessinsider.com/news/currencies/crypto-exchange-bitfinex-ethereum-tether-transaction-fees-error-deversifi-2021-9

Solidity - https://solidity.readthedocs.io

* Version Pragma - reject compiled with specific compiler versions
// SPDX-License-Identifier:
pragma solidity 70.8.9; //not before 0.8.9, not after 0.9.0

 Comments
// This is a single-line comment.
/%
This is a
multi-1line comment.
*/

* Contract with State Variables (state change is expensive!)
pragma solidity 70.8.9;

//minimal contract

contract Examplel | https://learnxinyminutes.com/docs/solidity/
HINE2se counter https://solidity.readthedocs.io

}
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https://solidity.readthedocs.io/
https://learnxinyminutes.com/docs/solidity/
https://solidity.readthedocs.io/

Solidity - https://solidity.readthedocs.io
* Types

bool: true and false, int / uint (int8, intl6, ..., int256), address: 20 bytes, fixed size arrays: bytesl, bytes2,
bytess, ..., bytes32, variable sized: bytes (push), strings

e Structs
struct Account {
string name;

uint256 amount;
}
* Mapping

mapping (address => uint256) accounts; //mapping with basic types
mapping (uint256 => Account) accounts; //mapping with structs
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https://solidity.readthedocs.io/

Solidity — Basics

* Arrays

State changing/non-state changing

string[] names function get(uint256 nr) public view returns
(string memory) {

uint256 newLength = names.push("John");
return accounts[nr].addr;

* Another contract ¥
pragma solidity 7@.8.9; Eunctlon set(uint256 nr, string memory name) public
contract Example2 { require(owner == msg.sender);
struct Account { accounts[counter++] = Account(name, nr);

string name; }

uint256 amount;

Read state variables

} : . .
uint256 public counter; - “view”/"’pure” function does not modify state

mapping (uint256 => Account) accounts; - Reads “for free”, “pure” does not even read e.g.,

} 2+2
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http://solidity.readthedocs.io/en/v0.4.21/contracts.html
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Example

* |nstallation
* npm install
* npx webpack
* npx webpack-dev-server

* Open Browser: http://localhost:8080/

Notary Contract - Chromium

Remix idity IDE

Notary Contract

&« C @ localhost:8080

Notarize PDF

.Drag your file(s) here to begin
.or click to browse

Notarize | status: nothing uploaded

Blockchain

= draft@home: ~/git/VSS-web3js

File Edit Search Terminal Help

f.bin ck-dev-server

= fr::m
: c4c7c0d3279286de6649
Version: webpack 4.7.9
i 1139ms
2 05-06 12:57:52
Asset Size Chunks
main.c4c7c0d3279286de6649.]js

Chunk Names
947 KiB main [emitted] main
[emitted]

index.html 395 by
Entrypoint main = main.c4c7c0d3279286de6649.]js
[-/node_modules/ansi-html/index.js] 4.16 KiB {main} [built]
[ ; KiB {main} [built]
[./node_modules/strip-ansi/index.js] 161 bytes {main} [built]
[-/node_modules/url/url.js] 22.8 KiB {main} [built]
[./node_modules/vue/dist/vue.esm.js]
[
1
[

./node_modules/loglevel/lib/loglevel.js] 7

KiB {main} [built]

./node_modules/webpack-dev rver/client/index.js?http://local

ient?http://localhost:8080 7.75 KiB {main} [built]
node_modules/webpack-dev-server/client/overlay.js] (webpack)-dev-server/client/overlay.js 3.5

] (webpack)-dev-server/c

8 KiB {main} [built]
[./node_modules/webpack-d

KiB {main} [built]
[./node_modules/webpack/hot sync
rmaln [built]

ket.js] (webpack)-dev-server/client/socket.js 1.05
\/log$] (webpack)/hot sync nonrecursive "\.\/log$ 170 by

/emitter.js] (webpack)/hot/emitter.js 77 bytes {main} [built]

ot/log.js] (webpack)/hot/log.js 1010 bytes {main} [optional] [built]
s fsrcprp vue] 8 {main} [built]
[./src/App.vue?vue&type=template&id=7ba5hd98] 194 bytes {main} [built]
[@] multi (webpack)-dev-server/client?http://localhost:8080 ./src 40
[./src/index.js] 129 bytes {main} [built]

hidden modules
Child html-webpack-plugin for "index.html":
1 t

5 {main} [built]

[ !nbde modules/html-webpack-plugin/lib/loader.js!./index.html] 527 by
I Inude mudules!lndash!lodash ]s] 527 KiB {0} [built]
0 .Js] (webpack)/buildin/global.js ytes {8} [built]

(0} [built]

s {8} [built]

_module
ympiled s

.js] (webpack)/buildin/module.js 497 byt
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https://github.com/tbocek/FS21/tree/main/ethereum

MetaMask

e MetaMask

- Browser plugin to make Ethereum transactions in
browsers

- Manage your key pairs and sign blockchain transactions
- Use javascript library - ethers.js to call contracts

« Uses infura

* Remix IDE: https://remix.ethereum.org

« Use Notary.sol from

https://github.com/tbocek/FS21/blob/main/ethereum/Not
ary.sol

- Alternatively, use IntelliJ solidity plugin and deploy via
geth, parity, or a local test blockchain
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& C (Y @& Secure | https://metamask.io % @ &
‘ ‘ N:tiCVork v
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Encrypt your new DEN @
META
New Password (min 8 chars)
: Confirm Password
Brings Ethereun s
Import Existing DEN
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Chrome F|
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https://docs.ethers.io/v5/
https://infura.io/
https://remix.ethereum.org/
https://github.com/tbocek/FS21/blob/main/ethereum/Notary.sol
https://github.com/tbocek/FS21/blob/main/ethereum/Notary.sol

ERC20

e ERC20 is a technical standard for smart
abstract contract SimpleERC20 {

contracts on the Ethereum blOCkChain for function totalSupply() public virtual returns (uint256);

imp|ementing tokens function balanceOf(address who) public virtual returns (uint256);
function transfer(address to, uint256 value) public virtual returns (bool);
event Transfer(address indexed from, address indexed to, uint256 value);

-+ proposed on November 19, 2015 }

_ string public constant name = "VSS-TOKEN";
- Mai 2021: more than 392’868 ERC20 token string public constant symbol = "VST";

uint8 public constant decimals = 18;

contracts:
mapping(address => uint256) balances;
* ERC20 Token (Simplified) uint256 totalSupply_;
constructor() {
- No allowance / approval / transferFrom, also totalSupply_ = 1000 * (10**18);
no Approval event ) balances[msg.sender] = totalSupply_;

- Creator gets 1000 coins

- Before 0.8.0 - SafeMath
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https://etherscan.io/tokens
https://soliditydeveloper.com/solidity-0.8
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