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Learning Goals

* Lecture 12 (Blockchain, Bitcoin)
Understand how Bitcoin works as a peer-to-peer system
Get familiar with UTXO, mining, and proof-of-work
Be aware of risks like the 51% attack

Reflect on advantages and disadvantages of Bitcoin
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Introduction

e Bitcoin is an experimental digital currency

bitcoin

draft@home: /scratch/bitcoin/blocks

« Bitcoin is fully peer-2-peer (no central entity)
- 1st Bitcoin issued on January 3, 2009
« Smallest unit: 0.00000001 BTC (1 satoshi)

* Key characteristics fle S Vew
«  Maximum of ~21 million BTC

« Every transaction broadcast to all peers

— Every peers knows all transactions (~736 GByte as of
today)

- Validation by proof-of-work (partial hash collision)
— Difficult to fake proof-of-work

- No double-spending

 The initiator is unknown so far
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https://github.com/bitcoin/bitcoin/blob/3edf400b1020d7b88402ebc0e758b1fad2e7a781/src/validation.cpp#L1942
https://en.bitcoin.it/wiki/Controlled_supply
https://www.blockchain.com/charts/blocks-size

Who Is Satoshi Nakamoto?

The New Yorker believes that Satoshi Nakamoto was Michael Clear.
- Analyzed texts from Nakamoto and searching for linguistic clues

— 2nd possible candidate Vili Lehdonvirta
Fast Company argues its either Neal King, Vladimir Oksman, or Charles Bry.

Other names suggested: Martii Malmi (involved in Bitcoins since the beginning), Jed McCaleb (founder of Ripple), Donal O
‘Mahony, Michael Peirce, Hitesh Tewari (authors of Electronic Payment Systems for E-Commerce 2nd edition), Shinichi Mo
chizuki(Math Prof. Kyoto University), Hal Finney, Michael Weber, Wei Dai, Nick Szabo, Craig Wright (wired article),

Dorian S Nakamoto (a guy with the same name)
e Satoshi is probably rich, first miner, may have ~1mio BTC

e Craig Wright, May 2016: «I'm Satoshi Nakamoto», fails to deliver proof —» 2024: “Judge rules computer
scientist not Bitcoin inventor”

* Current: Satoshi Nakamoto Identity: 2026 Suspects and the $85B Question [link]
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http://www.newyorker.com/magazine/2011/10/10/the-crypto-currency
http://www.fastcompany.com/1785445/bitcoin-crypto-currency-mystery-reopened
https://bitcointalk.org/index.php?topic=144445.0
https://en.bitcoin.it/wiki/Jed_McCaleb
https://bitcointalk.org/index.php?topic=67840.msg790148#msg790148
https://bitcointalk.org/index.php?topic=67840.msg790148#msg790148
http://www.amazon.co.uk/Electronic-Payment-commerce-computer-security/dp/1580532683
http://www.coindesk.com/ted-nelson-names-the-real-satoshi-nakamoto/
http://www.coindesk.com/ted-nelson-names-the-real-satoshi-nakamoto/
http://www.coindesk.com/linguistic-researchers-name-nick-szabo-author-bitcoin-whitepaper/
http://www.wired.com/2015/12/bitcoins-creator-satoshi-nakamoto-is-probably-this-unknown-australian-genius/
https://techcrunch.com/2014/10/13/dorian-nakamoto-is-suing-newsweek/
https://bitslog.wordpress.com/2013/04/17/the-well-deserved-fortune-of-satoshi-nakamoto/
https://www.economist.com/briefing/2016/05/02/craig-steven-wright-claims-to-be-satoshi-nakamoto-is-he
https://dankaminsky.com/2016/05/02/validating-satoshi-or-not/
https://en.bitcoin.it/wiki/Craig_Wright
https://www.bbc.com/news/technology-68567320
https://financefeeds.com/satoshi-nakamoto-identity-2026-suspects-and-the-85b-question/
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Bitcoin‘s Market Capitalization in USD

* Bitcoin boom, started in 2013 — current price

Market Capitalization
Source: blockchain.info
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https://blockchain.info/charts/market-cap
https://coinmarketcap.com/
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Bitcoin‘s Price USD 2026

Y TradingView
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Bitcoins In the News

* 29.04.2026, 20min AS Of 2026

"Wetten auf den Atomkrieg: So funktionieren Prediction Markets” [link]

° 15.04.2026, Faz
"Ist das Geheimnis um Satoshi Nakamoto geltftet?” [link]

° 21.02.2026, swissinfo.ch
"Bitcoin causes 114 million tonnes of CO2 per year” [link]

* 02.05.2026, Forbes
"Go Time'—White House Quietly Confirms ‘Imminent’ May Bitcoin Price Game-Changer” [link]
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https://www.20min.ch/story/polymarket-und-co-wetten-auf-den-atomkrieg-so-funktionieren-prediction-markets-103554879
https://www.faz.net/aktuell/wirtschaft/satoshi-nakamoto-ist-adam-back-der-bitcoin-erfinder-accg-200725965.html
https://www.swissinfo.ch/eng/various/bitcoin-causes-114-million-tonnes-of-co2-per-year/90976832
https://www.forbes.com/sites/digital-assets/2026/05/02/go-time-white-house-quietly-confirms-may-bitcoin-price-bombshell/

Bitcoin - Introduction
* Not relying on trust, but on strong cryptography

Weak anonymity (pseudonimity)
- All peers know all transactions

- Clustering: e.qg. if a transaction has multiple input addresses, assume those addresses belong to the
same wallet. (example)

Not controlled by a single entity

Development community, no central bank — forks — Bitcoin Cash, SV

BIP: Bitcoin Improvement Proposals

Bitcoins can be exchange for real currencies

+ Several companies allow to exchange BTC for Dollar, Euro, ...

US, CH considered Bitcoin friendly, China (energy) not that much
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https://medium.com/bitaccess-inc/bitcoin-users-reveal-more-private-information-than-they-realize-d783f0cd57f3#.go48v1of6
https://www.walletexplorer.com/
https://github.com/bitcoin/bips
https://www.pymnts.com/cryptocurrency/2026/china-extends-crypto-ban-to-stablecoins-and-tokenized-assets/
https://www.nasdaq.com/articles/bitcoin-mining-hash-rate-drops-as-blackouts-instituted-in-china-2021-04-16

Bitcoin in Numbers | Fake Volume

* Spread, e.g. ETH  Total of 20 Million BTC mined

* High spread, should be around 0.01USD * Market capitalization of 1.5 Trillion US$
* Volume fake? e.g., CoinBene, RightBTC

9 .Bitfinex ETH/USD | $2,405.70 | $22,429,625 $8,879,712 $149,025,250 0.47% ( High ] 645  Recently
10 @ Bitstamp ETH/USD $2,409.14 $2,117,937 $2,415,352 $120,185,425 0.38% [ High ] 396  Recently
11 Binance ETH/EUR | $2,423.08 | $731,224 $1,017,017 $114,211,638 0.36% [ High | 727  Recently
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https://coinmarketcap.com/currencies/bitcoin/markets/
https://www.sec.gov/comments/sr-nysearca-2019-01/srnysearca201901-5164833-183434.pdf

Transaction Rate .
3.92 tps

Bitcoin Transactions
* 920000 transactions per day (highest)

- ~3-11 transactions per second

* Transaction fees / day: $150k, $78m max
~ max. (20042024) 2016-06-11 blockchain.com/charts 2026-04-27

* Blocksize

Blockchain Size ‘ Total Transaction Fees in USD
736.6 GB $142,527.08

¢

2009-01-03 blockchain.com/charts 2026-04-28 J M ) ) '
2009-01-17 blockchain.com/charts 2026-04-26
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https://newhedge.io/bitcoin/transactions-per-day
https://www.forbes.com/sites/colinharper/2024/04/22/bitcoin-transaction-fees-hit-record-levels-after-halving---heres-why/?sh=7c0ce0705c14
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Bitcoin Numbers

Network Hashrate (1 hash = 12.7 KFLOPS),
1000Eh/s

~12.7 YottaFLOPS in 2025/2026
~9.1 YottaFLOPS in 2024
~4.3 YottaFLOPS in 2023
~3 YottaFLOPS in 2022
~2.1 YottaFLOPS in 2021
~1.4 YottaFLOPS in 2020
~635 ZettaFLOPS in 2019
~4 ZettaFLOPS in 2015
~714 ExaFLOPS in 2014
~900 PetaFLOPS in 2013
~155 PetaFLOPS in 2012

Adjust time: ~14 days

Fastest supercomputer (top500.0rg) El Capitan
2700 PetaFLOPS (max), all 500 ~22.1 ExaFLOPS

Distributed Systems

Hash Rate ‘
928.3 EH/s

2009-01-10 blockchain.com/charts 2026-04-26
Difficulty ‘
135,594,876,535,257
2009-01-03 blockchain.com/charts 2026-04-27
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https://www.quora.com/How-do-you-convert-m-flop-s-to-hash-s
https://newhedge.io/bitcoin/hashrate-vs-price
https://en.wikipedia.org/wiki/Metric_prefix
https://www.top500.org/lists/top500/2025/11/

Mechanism

* A wallet has public-private keys (wallet.dat)
* Public key, ECDSA 256 bit - Bitcoin address (can receive bitcoins)

* Simple address ~ base58(RIPEM160(Sha256(ecdsa public key)))
- E.g. 1GCeaKuhDYNNLNR6LGmMBtKhPgEJD4KeEtF

* Private key used for signing transactions

* Transaction
* Peer Awants to send BTC to peer B - creates transaction message

* Transaction contains input / output
- where the BTC came from and where it goes

* Peer A broadcasts the transaction to all the peers in the network

* Transaction stored in blocks — block is created / verified ~10min
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Key Bitcoin Operations

* Private key authorizes the transaction (“access”)
* If keys are stolen, thief may use “your” coins
* If keys are lost, coins are lost

* In UTXO (unspent transaction output) systems, complete output is spent

ing 10 BT

ally ally
13EaY4rpuLXRY XgCdJFsywoh6x2NhrkRKH 0.2234 1VosGaz8iwowvkuc54rjMucf36¢cMpL7P6
INdWxTX4911GKvJI6fbWhfdjHMfVKEX2LBF 3.24 196gDJzJ8aZh4F2NuVJIwpiJ6NktIndG2ju
16mx1UyNbBwzouf4fXRn6iiJFHqS4DdmDq 4.4
1EZxCiRSwt9rewAjnYNtadJQBPr5KG6Htz 5.6
From: 16mx1UyNbBwzouf4fXRn6iiJFHqS4DdmDq 4.4
From: 1EZxCiRSwt9rewAjnYNtadJQBPrs5KG6Htz 5.6
To: 196gDJzJ8aZzh4F2NuVJIwpiJ6NktIndG2ju 10
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Transactions

Transaction A
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https://en.bitcoin.it/wiki/Transaction
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https://en.bitcoin.it/wiki/Transaction
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Blockchain
* Transactions are collected in blocks

* New block created approximately every 10 min

* Blocks contain
solved crypto puzzles

* In the form of partial hash collisions (SHA256)

* Ablock has a pointer to previous block -

Blockchain

* Creation of blocks is called mining (reward)

« Mining / creating blocks — Miner get currently
3.125 BTC per creation

— adjustable difficulty 6 blocks / h
— Sometime in 2028 reward will be 1.5625

Distributed Systems
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https://dsl.i.ost.ch/lect/bl/hash.html
https://dsl.i.ost.ch/lect/bl/block.html
https://dsl.i.ost.ch/lect/bl/
https://en.bitcoin.it/wiki/Difficulty

Mechanism - Mining
* Couple of big miners

* Miners specialized, AMD GPUs, FPGA, ASIC
(application-specific integrated circuit) [1][2][3]

|

https://bitref.com/pools/
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Mining = creating valid blocks

Blocks are linked to previous blocks

Longest block survive
(most difficult)

Different level of
confirmations

3-6 block conf. is
considered secure

Dangerous if someone
has more than 50%
computing power

Can exclude and modify the
ordering of transactions
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https://en.bitcoin.it/wiki/Mining_hardware_comparison
http://www.youtube.com/watch?v=XCzLSRPUuB8
http://www.youtube.com/watch?v=eLt8Se3vVNg
http://www.youtube.com/watch?v=lEGIZOO-HYY
https://bitref.com/pools/
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Mining Evolution - GPU

7216.560

https://bitcointalk.org/index.php?topic
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Mining Evolution — FPGA

1308

http://www.openmobilefree.net/?p
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Mining Evolution — ASIC Farms

° Big mining facilities

* Inside a Billion Dollar Bitcoin Mining Farm!
https://www.youtube.com/watch?v=82vMOVREXzM

* Private Tour of Riot's MASSIVE Whinstone Bitcoin Mining
Facility
https://www.youtube.com/watch?v=La7vMI1txCU

* Inside Iceland's Massive Bitcoin Mine
https://www.youtube.com/watch?v=fO0HC1Udk6-E

Source: https://www.datacenterdynamics.com/en/news/knc-miner-to-build-second-facility-in-the-node-pole/
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https://www.youtube.com/watch?v=82vMOVREXzM
https://www.youtube.com/watch?v=La7vMl1txCU
https://www.youtube.com/watch?v=f0HC1Udk6-E
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Mining: Evolution ASIC
e Scenario: old ASIC miner

- Example: Avalon Batch #2
« 70GHash/s

* Generates ~0.004CHF per day in 2026

e Uses 700W
« 16.8kWh

« Cost per day 3.69 CHF
(Hochtarif, 0.2CHF per kWh)

« Cost per day 2.18 CHF
(Niedertarif, 0.15CHF per kWh)

Distributed Systems




Many Coins - Similar Mechanism
* All electronic backed by scarce resource - avoid: double spending

Bitcoin: SHA256 partial hash collision: time, ASIC, electricity (proof of work)

Ethereum: Opcodes in Bitcoin, smart contracts in Ethereum (proof of stake)

— Energy efficient / proof of stake
Litecoin: scrypt partial hash collision: time, GPU, memory, electricity

Ripple XRP: Unique node list (trusted validators, 1000): web of trust

...many more
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https://coinmarketcap.com/all.html

Discussion (1)

« Disadvantages * Advantages
«  Power consumption - Low (fixed) tx fees
-~ more than Poland _
— ~0.5 - 1 satoshi per byte / 0.25USD (~200bytes tx)

- Not scalable

- Bitcoin with ~7 tps vs. VISA 57,000 tps (23.12)
[tps: transactions per sec]

- Scalable

— Hardware/storage gets faster

anonymous marketplace

Anonymity |
— Can be used for illegal activities * Anonymity
— Preserving privacy
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https://digiconomist.net/bitcoin-energy-consumption/
https://bitcoinfees.net/

Discussion (2)

* Advantages * Disadvantages
* No major “crashes” + \olatile exchange rate
— Mt.Gox / FTX was exchange site!
+ Decentralized
coX

— Open protocol

- FO rkS - £ www.coindesk.com

\// « Central elemements
T

><\ / — Core developers @
\

- Many other blockchain use cases /

— Smart contracts @ @
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https://en.wikipedia.org/wiki/Mt._Gox
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