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Learning Goals

* Distributed systems add complexity. Avoid complexity!

* Why do we need distributed systems?
1) Scaling (if one machine is not enough)

2)Location (to move closer to the user

3) Redundancy / Fault-tolerance (HW will fail eventually)
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Distributed Systems Motivation

* Why Distributed Systems — Fault-tolerance

* Any hardware will crash eventually

» Soft errors vs hard errors
* Random bit flips in memory

https://en.wikipedia.org/wiki/Solar flare

* Source: Bad Pin Connections, Incorrect

RAM Timings, Clock Issues, RAM Design e 1990: “Computers typically experience about
Flaws, CPU/RAM/Motherboard Integrated one cosmic-ray-induced error per 256

Logic Defects, DRAM Cell Amplification megabytes of RAM per month”

Errors, Cosmic Rays [link] « Google study 2009: more than 8% of DIMMs

L affectedby errors per year
* Solar flares, Coronal mass ejection, Solar Y bery

proton events, Background radiation e 2007: 44 reported memory errors (41 ECC and
3 double bit) on ~1300 nodes during a period of

about 3 month
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https://blog.robertelder.org/causes-of-bit-flips-in-computer-memory/
https://www.sciencedirect.com/topics/earth-and-planetary-sciences/forbush-decrease
https://www.scientificamerican.com/article/solar-storms-fast-facts/
http://www.cs.toronto.edu/~bianca/papers/sigmetrics09.pdf
https://indico.cern.ch/event/13797/contributions/1362288/attachments/115080/163419/Data_integrity_v3.pdf
https://en.wikipedia.org/wiki/Solar_flare

Distributed Systems Motivation

* Facebook DRAM Study (2015) [link] * Error-correcting code memory (ECC)

« "Memory Errors in Modern Systems: The * Hamming Code, correct 1 bitflip / detect 2 bitflips
Good, The Bad, and The Ugly" (ASPLOS Bitposition | 1|2 3[4 |5[6]7
2015) [Ilnk] Encoded data :i1ts |:I p2 11 p4 r:Z d3 c‘!:

» Google / ETH Zirrich — Rowhammer still an e BT T

Issue (2025): [link
( ): [nk] * Used for Servers, not (yet) used for consumer

* Cosmic rays "'may” be blamed for an products — good idea?
electronic voting error in Belgium (2003)  Consumer: DDR5 has on-die ECC, but weaker
« Bit flip in electronic voting machine than traditional ECC
e Added 4096 extra votes to one candidate » Corrects errors inside the chip (at rest), but not on

_ _ the data bus (in transit)
« Candidate more votes than were possible
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https://kilthub.cmu.edu/articles/journal_contribution/Revisiting_Memory_Errors_in_Large-Scale_Production_Data_Centers_Analysis_and_Modeling_of_New_Trends_from_the_Field/6469247?file=11897801
https://pages.cs.wisc.edu/~remzi/Classes/739/Fall2015/Papers/memoryerrors-asplos15.pdf
https://cybernews.com/security/ddr-memory-is-vulnerable-to-bit-flip-attacks/
https://en.wikipedia.org/wiki/Cosmic_ray
https://www.computerworld.com/article/3171677/computer-crash-may-be-due-to-forces-beyond-our-solar-system.html
https://en.wikipedia.org/wiki/Hamming_code
https://www.pugetsystems.com/labs/articles/Advantages-of-ECC-Memory-520/

Distributed Systems Motivation

* Influencing factors * Double bit-flips unlikely?

« Sensitivity of each transistor, number of * Jaguar super computer with 360TB ECC RAM

transistors on the microchip, altitude, floor level  Double bitflip - happened every 24h
* Mars Rover? * Check your HW
e Cassini reported 280 bitflip/day [link] — max Terminal
890 due to SOIar proton event - TMR W|th ~  cat /sys/devices/system/edac/mc/mc?/7e_count
~300MB RAM
* Radlathn-tO|erant FPGAS - TMR ggfgzlsiup EPS;;“T 19:48, 1 user, load average: 3.56, 3.10, 2.86

e Triple Modular Redundancy — same operation runs
3 times in parallel, majority vote determines correct
result (2 of 3 must agree)

* What can happen: e.g., expr segfaults
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../../../../Downloads/GarrettClementineCassini2010JSR43688.pdf
https://www.xilinx.com/publications/archives/xcell/Xcell50.pdf
https://en.wikipedia.org/wiki/Triple_modular_redundancy
https://spectrum.ieee.org/computing/hardware/how-to-kill-a-supercomputer-dirty-power-cosmic-rays-and-bad-solder
https://web.archive.org/web/20210309014005/https://blogs.oracle.com/linux/attack-of-the-cosmic-rays-v2

Distributed Systems Motivation

* HDD break [link], SSDs wear out 100% - no spare used, My old laptop was at 92%
 SSDs consist of NAND cells with a limited lifetime * When value is down at 0% disk capacity degrades

« An SSD disk has spare NAND that are used when E.g., Samsung 4TB drive uses QLC [link]
cells break * Write 100 times the same 4kb file, and cells are broken?

Wear leveling: distribute write and erase operations
across all memory cells

* SLC, MLC, TLC, QLC [”nk’ ”nk] » If wear leveling goes wrong: Samsung 990 Pro [link]
SLC: 50’000 - 100’000 write/erase cycles

MLC: 3’000 - 10’000 — write/erase cycles

* smartctl -a /dev/xyz

Caching with SLC - files / cells that are frequently
changed, store on SLC, once they don’t change that
often move to MLC/TLC/QLC

== START OF SMART DATA SECTION =

TLC 1,000 - 3’000 —_— erte/erase CyC|eS SMART overall-health self-assessment test result: PASSED

SMART/Health Information (NVMe Log 0x02)

QLC: 100 - 1’000 — write/erase cycles Critical Warning: 6x00

Temperature: 49 Celsius
Available Spare: 100%

AvallablLe spare lIhreshold: 1U%
Percentage Used: 17%

Data Units Written: 764,591,703 [391 TB]
Host Read Commands: 1,756,128, 152

Host Write Commands: 4,042,594,169
.. Controller Busy Time: 17,716
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Power On Hours: 23,008

« Data loss on unpowered SSDs [link]


https://www.backblaze.com/blog/backblaze-drive-stats-for-2025/
https://www.kingston.com/en/blog/pc-performance/difference-between-slc-mlc-tlc-3d-nand
https://en.wikipedia.org/wiki/Multi-level_cell
https://www.tomshardware.com/pc-components/storage/unpowered-ssd-endurance-investigation-finds-severe-data-loss-and-performance-issues-reminds-us-of-the-importance-of-refreshing-backups
https://semiconductor.samsung.com/resources/white-paper/Samsung_SSD_860_QVO_White_paper.pdf
https://www.tomshardware.com/news/samsung-990-pro-health-dropping-fast
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* Random bit flips in memory  |dea: if bitflip happens, it may happen for

- Artem Dinaburg (2011): registered domains with DNS names in your memory

single bit error « Over 1 million DNS queries per 24 hours

* "59 unique IPs per day made HTTP requests to my
32 bitsquat domains”

e Most users from China (more bitflips on Chinese

_ ikamai.net akamai.net
machines?)
_ _ o _ aeazon.com amazon.com
* Project Bitfl1p: larger replication with hundreds
« Register names with single bit error, e.g, amazgn.com amazon.com
microsmft.com microsoft.com
micrgsoft.com microsoft.com
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https://www.bitfl1p.com/

Fault Tolerance

* Seacables provide 99% of data connectivity  « Submarine Cable Map
[link]

* Network outages happens [link]

+ 22.01.2026: Indigo West Subsea Cable
Repairs Underway [link]

« 11.11.2025: Repairs to Broken Subsea

Broadband Cable for Tiree Island Set to Begin
[link]

+ 24.10.2025: Pakistan ISP Says Its Internet
Services Will Be Fully Restored Across
Country by Monday [link]

+ 15.10.2025: Internet Services Restored After
Repair of Submarine Cable: PTCL [link]
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https://www.iscpc.org/publications/icpc-viewpoints/charting-submarine-cables-is-critical-for-maritime-safety-and-infrastructure-protection/
https://subtelforum.com/category/cable-faults-maintenance/
https://subtelforum.com/indigo-west-subsea-cable-repairs-underway/
https://subtelforum.com/tiree-subsea-cable-repairs-begin-after-storm-damage/
https://subtelforum.com/pakistan-internet-fully-restored-nationwide-by-monday/
https://subtelforum.com/internet-services-restored-after-repair-of-submarine-cable-ptcl/
https://www.submarinecablemap.com/
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* Hardware will fail eventually
* Bit flips in memory can occur
e SSDs will wear out over time
* Network cables can be damaged

* Not a question of "if" but "when"

* Distributed Systems provide a solution
e Multiple machines provide redundancy

 When one machine fails, others can take over

Distributed Systems

Load can be redistributed among remaining
machines

System continues to function despite individual
failures

* Trade-off consideration

Distributed systems add complexity

Use only when benefits outweigh the added
complexity

Redundancy and fault tolerance must justify the
complexity
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