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Distributed Systems & Blockchain in the News

e 27.02.2024: ServerlessHorrors -
$104,500.123 [link] - Netlify

No charges by Netlify
« What happened?

— DDoS on a static site on Netlify, the site existed
already 4 years

— Attack on a 3.44MB file, no bandwith restrictions
13.02.2024: $23,000.420 [link] - Vercel

— “Someone spammed EchoFox and spiked my
@vercel bill to $23k and caused 56k+ accounts
and trials” — No charge by Vercel
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e 26.02.2024: Huthis sabotieren angeblich
wichtige Internetkabel im Meer — das wissen
wir [link]

Broken seacables, damaged allegedly by
terrorists (not confirmed)

- AAE-1, Europe India Gateway (EIG), Seacom

- Service disruption [link], but others did not see
disruption [link]

e 28.02.2024: Over 100,000 Infected Repos
Found on GitHub [link]

Develop dockerized or not?
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https://serverlesshorrors.com/all/netlify-104k
https://news.ycombinator.com/item?id=39520776
https://serverlesshorrors.com/all/vercel-23k
https://www.tripwire.com/state-of-security/edos-the-next-big-threat-to-your-cloud
https://www.watson.ch/digital/terrorismus/139160447-sabotageakt-huthis-kappen-laut-berichten-wichtige-internetkabel-im-meer
https://twitter.com/netblocks
https://twitter.com/CloudflareRadar/status/1762447955875840242
https://apiiro.com/blog/malicious-code-campaign-github-repo-confusion-attack/
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