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Learning Goals

* Lecture 3 (Protocols, part 1)
How do network layers work?
+ What are the TCP mechanisms?

« What are the problems of TCP, and how other protocols (HTTP/3) can improve that
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Networking: Layers

* Networking: Each vendor had its own proprietary solution - not compatible with another solution
* IPX/SPX —1983, AppleTalk 1985, DECnet 1975, XNS 1977

* Nowadays most vendors build compatible networks hardware/software from different vendors
* Cisco, Dell, HP, Huawei, Juniper, Lenovo, Linksys, Netgear, MicroTik, Siemens, Ubiquiti, etc.

* Goal of layers: interoperability

* 1984 1SO 7498 - The Basic Reference Model for Open Systems Interconnection

OSI model "Internet model"

Application Application

Presentation

Session

Transport Transport TCP Header
Network Internet IP Header TCP Header
Data link Link Ethernet Header IP Header TCP Header
Pysical
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https://en.wikipedia.org/wiki/IPX/SPX
https://en.wikipedia.org/wiki/AppleTalk
https://en.wikipedia.org/wiki/DECnet
https://en.wikipedia.org/wiki/Xerox_Network_Systems

Networking: Definitions

RFC 1122,
Internet STD 3

(1989)

Four layers

"Internet
model"

Application

Transport

Internet
Link
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Seven layers
OSI model

Application
Presentation
Session
Transport

Network
Data link

Physical
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https://en.wikipedia.org/wiki/Internet_protocol_suite

- Layer 5 (5) In;tanl::e (5) - Protocal (5) In;tanca
Layer Abstraction |
* Protocols enable an entity/instance to interact with an Layer4 | [ .ngm - Prooest [ (a) nstance
entity/instance at the same layer in another host |
) oo . . ] Layer 3 (3) In;tan::e ) - Protocol (3) Instance
* Service definitions: provide functionality to an (N)-layer by an ] g
(N-l) Iayer source: h:ttps:llen.w'lklpﬂiLa.DIgAMleo_Sl_deﬁl' ' iki _:

Anwendungsinstanzen

* Layer N exchange protocol data units (PDUs) with layer N
protocol. Each PDU contains a protocol header and payload
the service data unit (SDU). E.g. PDU of L3:

I—4 TCP Header Data Anwendersystem

L3 IP Header TCP Header Data [

IEndsystem Endsystem

| _J
Y
| P D U ) Transportsystem
Y 2. Sicherungsschicht 2. Sicherungsschicht
SDU 1. BitObertragungs- 1. BitObertragungs-
schicht schicht
Ubertragungs medium
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o
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https://de.wikipedia.org/wiki/Service_Data_Unit
https://de.wikipedia.org/wiki/Service_Data_Unit
https://en.wikipedia.org/wiki/OSI_model
https://de.wikipedia.org/wiki/OSI-Modell
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Layer 4 - Transport

* TCP (Transmission Control Protocol)

Reliable (retransmission)
Ordered

Window — capacity of receiver
Checksum — 16bit (crc16)

TCP overhead: 20bytes
- IP overhead: 20bytes
- Ethernet frame: 18bytes (crc32)

* TCP tries to correct errors; you don’t need to
worry...

Sometimes, you need to worry...

Distributed Systems
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https://en.wikipedia.org/wiki/Ethernet_frame
http://freesoft.org/CIE/Course/Section4/8.htm
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Layer 4 - TCP

* Connection establishment
* SYN, SYN-ACK, ACK (three way)

- Initiates TCP session: initial sequence number is ~

random

* Connection termination
* FIN, ACK + FIN, ACK (three/four way)

- 3-way handshake, when host 1 sends a FIN and
host 2 replies with a FIN & ACK

* Sequences and ACKs
- Identification each byte of data
* Order of the bytes - reconstruction

- Detecting lost data: RTO, DupACK:

Distributed Systems

* Retransmission timeout

Host 1

S\(N(SEQ:V' ACK

:X+ 1)

Host 2

—1

<+
ACk

SEo-
= +1)

\

Host 1 Host 2

If no ACK is received aftert timout (e.g. 2xRTT),

resend.

* Duplicate cumulative acknowledgements,
selective ACK [link]

- ACKs for last consecutive packets

3 times same ACK - retransmit missin
Oosr

packets (fast retransmit)


https://en.wikipedia.org/wiki/TCP_sequence_prediction_attack
https://accedian.com/blog/network-packet-loss-retransmissions-and-duplicate-acknowledgements/

Layer 4 - TCP

* Flow control
« Sender is not overwhelming a receiver
* Back pressure
+ Sliding window:

- Receiver specifies the amount of additionally
received data in bytes that can be buffered

- Sender up to that amount of data before ACK

* Congestion control
* slow-start

* congestion avoidance

 Difference flow/congestion control
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Timeout:
= cwnd(new) = 4 x MSS
« ssthresh(new) = cwnd /2

cwnd [MSS]

all ACKs received
0T some ACKs received
60 & © timeout (RTO expired)

O duplicate ACKs received
50+

40T acksfor the first

Duplicate ACKs:

» ssthresh(new) = cwnd / 2

Timeout:
+ownd(new) = 4 x MSS
» ssthresh(new) = cwnd /2

16 TCP segments )
30 + ~—— ssthresh(new) o)
20 4 ssthresh(new)
0T cwnd(new) cwnd(new)
0 1 2 3 4 5 6 7 9 1h 1 1I2 13 1I4 15
et Slow-Start Congestion Slow-Start ~ Congestion
+ ssthresh(init) = co Avoidance

t [RTT]



https://en.wikipedia.org/wiki/TCP_congestion_control
https://stackoverflow.com/questions/16473038/whats-the-difference-between-flow-control-and-congestion-control-in-tcp#16481036
https://upload.wikimedia.org/wikipedia/commons/thumb/2/24/TCP_Slow-Start_and_Congestion_Avoidance.svg/1280px-TCP_Slow-Start_and_Congestion_Avoidance.svg.png
https://upload.wikimedia.org/wikipedia/commons/thumb/2/24/TCP_Slow-Start_and_Congestion_Avoidance.svg/1280px-TCP_Slow-Start_and_Congestion_Avoidance.svg.png
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TCPIIP from an Application Developer View

* Server in golang (repo)

* git clone
https://github.com/tbocek/DSy

* Download GolLand, or others

° @O run server.go - server
* Listening on TCP port 8081

* Return string in uppercase
* Node.js version

* Download WebStorm, or other
* Client:

* nc localhost 8081

Distributed Systems

const 'net’);
const new
8081, function
console '‘Launching server...");

'connection’, function
'data’, function

console ‘Data received from client:

H\nn .

package main
import ("bufio"

"fmt"
"net"
"strings")
func main() {
fmt.Println("Launching server...")
1n, _ := net.Listen("tcp", ":8081") // listen on all
interfaces
for {
conn, _ := ln.Accept() // accept connection on port
message, _ := bufio.NewReader(conn).ReadString('\n")

//read line

fmt.Print("Message Receilved:", string(message))

newMessage := strings.ToUpper(message) //change to
upper

conn.Write([]byte(newMessage + "\n")) //send upper
string back

}

}
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https://github.com/tbocek/DSy
https://github.com/tbocek/DSy
https://www.jetbrains.com/go/
https://golang.org/doc/editors.html
https://www.jetbrains.com/webstorm/
https://www.credencys.com/blog/ides-for-nodejs-app-development/

TCP Considerations

* Fallacy 2: Latency is zero

TCP + Security at least 2 RT

- Nirnberg data center: 15ms, Australia: 300ms * DNS query may be required too: 3 RT

+ Ping ftp.au.debian.org , Starklink + 50ms + Old security protocols add RT: 4RT

* Problem: TCP handshake is not flexible Starklink, Kuiper, OneWeb in lower orbit
* Viasat is 631 ms (higher orbit)
* You need a handshake (1RT)
* Worst case: Starlink/Australia/DNS/TCP/old sec: 1.4s

1) If you want to make sure the other side accepts packets (and not drop before data can be sent - new protocols on the way
it) - ensure both sides are ready to transmit and receive data (HTTP/3)

2) If you want to exchange public / private keys Wireshark

+ TCP supports 1) but not 2) mio B R e EF I = ek

[n]ip.addr==152.96.86.25

— Use another security layer for 2), but a security layer needs at least 1 T T T TR T T VT P e R RS

20 9.405609773 192.168.1.221 152.96.86.25 TLSv1.3 382 Application Data
21 9.4193816067 152.96.86.25 192.168.1.221 TCP 66 443 _ 38598 [ACK] Seq=4565 Ack=752 Win=64640 Len=8 TSval=3439833320 TSecr=2594247482
RT | 22 9.419484927  152.96.86.25 192.168.1.221 TLSvi.3 337 Application Data
| 23 9.419860624 152.96.86.25 192.168.1.221 TLSv1.3 488 Application Data, Application Data
24 9.420608456 192.168.1.221 152.96.86.25 TCP 66 38508 _. 443 [ACK] Seq=1068 Ack=5178 Win=64128 Len=0 TSval=2594247498 TSecr=3439833328
25 9.420685146 192.168.1.221 152.96.86.25 TLSv1.3 97 Application Data
26 9.435385870 152.96.86.25 192.168.1.221 TCcP 1434 443 . 38598 [ACK] Seq=5178 Ack=1099 Win=64384 Len=1368 TSval-3439833336 TSecr=259424748
- 27 9.435739635 152.96.86.25 192.168.1.221 TcP 1434 443 . 38598 [ACK] Seq=6546 Ack=1099 Win=64384 Len=1368 TSval=3439833336 TSecr=259424748
— TCP + Securlty o at Ieast 2 RT 28 9.435764780 192.168.1.221 152.96.86.25 e 66 38598 . 443 [ACK] Seq=1699 Ack=7914 Win=64128 Len=0 TSval=2594247513 TSecr=3439833336
29 9.435989541 152.96.86.25 192.168.1.221 TLSV1.3 452 Application Data, Application Data
30 9.476608117 192.168.1.221 152.96.86.25 TCcP 66 38598 . 443 [ACK] Seq=1099 Ack=8300 Win=64128 Len=0 TSval=2594247554 TSecr=3439833336
1419 68.024803369 192.168.1.221 152.96.86.25 TLSv1.3 185 Application Data
.n - 1420 68.038496928 152.96.86.25 192.168.1.221 TLSv1.3 185 Application Data
— Nurn berg + Starllnkz X (15 + 50ms) - 130ms L 1421 68.038539673 192.168.1.221 152.96.86.25 TCcP 66 38598 . 443 [ACK] Seq=1138 Ack=8339 Win=64128 Len=0 TSval=2594306116 TSecr=3439891939
» Frame 16: 534 bytes on wire (42 eB 94 76 09 a6 cf 52 54 00 c4 61 T3 08 €0 45 0O RT --a---E
» Ethernet II, Src: RealtekU_c4:6 02 @8 35 4 40 00 34 86 5d Td 98 60 56 19 c@ a8 50-4-1--°V
- . —_ » Internet Protocol Version 4, Sr @1 dd ©1 bb 96 c6 f5 74 07 2T 42 c4 86 ec 80 18 t /B
— Austra“an (2 X SoomS) = 600ms » Transmission Control Protocol, @1 fa 78 52 60 @0 61 61 08 0a cd 07 bO c8 9a al xR
" » [4 Reassembled TCP Segments (48 13 17 13 25 35 eb ef eb bd 3c 20 2e 1a 2c 1f b7 %5 2
~ Transport Layer Security 8b al f3 75 7b c7 45 be 4e 98 85 07 a3 10 62 ab u{-E- N b
~ TLSv1.3 Record Layer: Applici 2e e4 1 4a a3 de cB 10 8b d4 d2 a4 6e 78 3b b@ oed nx;
Opaque Type: Application [ 69 4c 3c 03 6b c8 70 cb 52 71 d3 9a 71 47 Te fa  il<-['p- Rq--qG~
Version: TLS 1.2 (Gx8383) 21 5d a8 7f eb Td 49 6d 72 ca 62 68 81 70 67 91 1 Im r-bh-pg
Length: 4841 01 a3 2¢ 75 5 01 e3 43 5@ 3c 3d cc ¢5 61 9b d7 (UG Pe=
Encrypted Application Datz ce 97 a6 20 21 5 97 c¢6 97 71 Bc 6F 56 5c b6 4d 5 q-oV\-M
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ftp://ftp.au.debian.org/
https://www.starlinkhardware.com/median-starlink-latency-and-ping-times/
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