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Learning Goals

e Lecture 13
51% Attacks

- Ethereum basic concepts

- Gas

Smart contracts
- Account / UTXO
- Web3
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https://bocek.ch/bl/hash.html
https://andersbrownworth.com/blockchain/

51% Attack

* “If a majority of CPU power is controlled by honest A . B 10
nodes, the honest chain will grow the fastest and E H.' 15
outpace any competing chains.” o

bace any competing 0003b22

* https://bitcoin.org/bitcoin.pdf
* PoW: majority of hashing power, PoS: majority of coins

* How expensive is a 51% attack?

B - C:10 J - K1l
F - Y:15 M- N:2
* Double spend, or rollback transactions 00O0acdf 00052df

* Buy an attack?

* Xis an exchange

* Mine secretly, Y is your address

+ Xarrived — payout (1 block conf.)

* You mine faster, broadcast secret chain

* Tx F- X: 15 never happened, goes to Y
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https://bitcoin.org/bitcoin.pdf
https://www.crypto51.app/
https://www.nicehash.com/

5

51% Attack

* Control over 50% of the scarce resources
Pools: cooperative puzzle solving

Solo: competitive puzzle solving

BTC.TOP
SlushPool

Huobi.pool

Unknown

AntPool

ViaBTC §

F2Pool

http://blockchain.info/pools

Poolin

Distributed sSystems

07.08.2021: Bitcoin SV rocked by three 51%
attacks in as many months [link]

30.08.2020: Ethereum Classic suffers another
51% attack [link]

* “The total value of the double spends that we
have observed thus far is 219,500 ETC (~$1.1M).”

23.04.2020: DeFi Platform Suffers 51% Attack
From Its Top Miners — or Does It? [link]

* “resulted in $6.7 million worth of the USD-pegged
stablecoin pUSD”

08.11.2020: Grin network hit with 51% attack
while GRIN token remains resilient [link]
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https://cointelegraph.com/news/bitcoin-sv-rocked-by-three-51-attacks-in-as-many-months
https://cointelegraph.com/news/ethereum-classic-suffers-another-51-attack
https://cointelegraph.com/news/defi-platform-suffers-51-attack-from-its-top-miners-or-does-it
https://cointelegraph.com/news/grin-network-hit-with-51-attack-while-grin-token-remains-resilient
http://blockchain.info/pools

Bitcoin /| Ethereum

* Bitcoin vs. Ethereum

* Implementing new features slow

— Many Bitcoin hardforks (segregated witness vs. increasing block size
voting) Cash vs. SV

Bitcoin Script limited

— Lightning network
* Pros and Cons — no silver bullet
* Ethereum (1 ETH ~1900%)
Generalized blockchain (loops, arithemitcs, etc. )
White paper released in December 2013
Protocols designed from scratch (not like Litecoin, Peercoin)

Ethereum foundation located in Zug (initiator known) - non-profit
foundation

Mining reward ~ block every ~14s — ~2 ETH (“always”, unlike
Bitcoin)
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https://www.bitcoinmarketjournal.com/bitcoin-forks/
https://lightning.network/
https://en.wikipedia.org/wiki/Ethereum
https://cryptowat.ch/kraken/ethusd
https://github.com/ethereum/wiki/wiki/White-Paper

Ethereum History
* Olympic (past) — released 09.05.2015

* Last Ethereum Proof-of-Concept series

* “Olympic will feature a total prize fund of up to

25,000 ether” (now 70m USD)
° Frontier (past) - released 30.07.2015

* Main public network, “Beta”/use at your own
risk

* Homestead (past) - released 14.03.2016

* Public network considered “stable”, integrate
critical protocol changes

Distributed Systems

Byzantium - released 16.10.2017

N4

— Initial supports for ZKP (private smart contracts), reducing
mining reward to 3 ETH

* Constantinople — released 27.02.2019

— Bitshifting, mining reward 2 ETH (delay difficulty bomb)

Istanbul - released 08.12.2019, gas cost changes,
DDoS resilience, Zcash interop

Muir Glacier- released 01.01.2020 (delay difficulty
bomb)

Berlin — released 104.2021 (gas cost)
London — released 05.08.2021 (dynamic block size)

* Ethereum 2.0 / Serenity (future)
* Scalability, proof-of-stake, Sharding, ZKP
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https://blog.ethereum.org/2015/05/09/olympic-frontier-pre-release/
https://medium.com/digitalassetresearch/understanding-byzantium-what-it-represents-to-the-ethereum-network-9de3d00d552a
https://blog.ethereum.org/2019/02/22/ethereum-constantinople-st-petersburg-upgrade-announcement/
https://www.coindesk.com/ethereums-istanbul-hard-fork-is-now-live
https://blog.ethereum.org/2016/09/22/ethereum-network-currently-undergoing-dos-attack/
https://medium.com/ethereum-cat-herders/ethereum-muir-glacier-upgrade-89b8cea5a210
https://blog.ethereum.org/2021/03/08/ethereum-berlin-upgrade-announcement/
https://www.cnbc.com/2021/08/05/ethereum-just-activated-its-london-hard-fork-and-its-a-big-deal.html
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* 2nd in market cap ~ 235b USD

* Dalily transactions (highest ~18.2 TPS,

22.4.2021)

now ~1150k per day
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https://www.etherchain.org/charts
https://coinmarketcap.com/
https://coinmarketcap.com/
https://etherscan.io/chart/tx
https://etherscan.io/nodetracker
https://etherscan.io/chart/blocksize
https://etherscan.io/chart/address

BEST BLOCK UNCLES LAST BLOCK

ACTIVE NODES f GAS PRICE GAS LIMIT

BLOCK TIME DIFFICULTY BLOCK PROPAGATION

UNCLE COUNT TRANSACTIONS GAS SPENDING

° 115mio ETH supply (stats)

* Increasing difficulty
* Mining in pools

* Ethermine + F2Pool ~42%

Top 25 Miners by Blocks

In the last 7 days
Source: Etherscan.io

BTC.com Pool 2 (1.5237%)
Binance Pool (1.7203%)
KuCoin Pool (1.7830%)

Miner: Oxb7e...707 (1.8370%) Ethermine (27.7999%)

Poolin 3 (1.9754%)

Miner: Oxab3..83a (1.9883%)
Ezil.me : Ezil Pool 4 (2.3190%)
MiningPoolHub (2.3622%)
Miner: 0x646..087 (2.5783%
Nanopool (2.8334%) F2Pool Old (14.2122%)
Poolin 2 (3.2656%)
Flexpoolio (5.5025%) Hiveon Pool (10.5144%)

9 Distril 2Miners: PPLNS (6.3129%)

AVG BLOCK TIME AVG NETWORK HASHRATE DIFFICULTY

14675

PAGE LATENCY f UPTIME

O

LAST BLOCKS MINERS

GAS LIMIT

Ethereum Block Difficulty Growth Chart

Source: Etherscan.io

Click and drag in the plot area 1o zoom in 2 O ] 7

Download: CSV Data (attribution required)
Ether Daily Price (USD) Chart

Source: Etherscan.io
Click and drag in the plot area to zoom in

2022

2016 o017 2018 2019 2020 zoz1 zoz2


https://ethstats.net/
https://etherscan.io/chart/difficulty
https://www.poolwatch.io/coin/ethereum
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Blocktime and Gas

* Gas Price set by Miner

* Gas price ~36+2 gwel

* Miner decides which transaction at which
gas price to include

* Market for TX

* Gas price too low, longer waiting time until
TX will be included

Distributed Systems

Units:

1000000000000000000 = wei
1000000000000000 Kwei
1000000000000 Mwei
1000000000 Gwei
1000000 = szabo
1000 finney
1 ether
0.001 Kether
0.000001 Mether
0.000000001 Gether
0.000000000001 Tether
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https://www.ethgasstation.info/
https://forum.ethereum.org/discussion/1518/ether-unit-converter-wei-finney-szabo-btc

AprpeENDIX G. FEE SCHEDULE

The fee schedule 7 is a tuple of 31 scalar values corresponding to the relative costs, in gas, of a number of abstract
operations that a transaction may effect.

Name Value Description®

Ciera (0 Nothing paid for operations of the set W.,, .

Ghase 2 Amount of gas to pay for operations of the set Wi, ...
G verylow 3 Amount of gas to pay for operations of the set W
Glow 5  Amount of gas to pay for operations of the set Wigw.

Gonia 8 Amount of gas to pay for operations of the set W, .

]
Ghigh 10 Amount of gas to pay for operations of the set Wi .
G ectcode 700 Amount of gas to pay for operations of the set Wericode-
400 ¢ for a BALANCE operation.

Ghatance Amount of gas to pay

Gatoad 200  Paid for a SLOAD operation.
- 7 jumpdest 1 Paid for a JUMPDEST operation.
o B | OC k tl m e o~ 14_ 1 53 Gaser 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.
" Gareset 5000 Paid for an SSTORE operation when the storage value’s zeroness remains unchanged or is set to zero.
Ractear 15000 Refund given (added into refund counter) when the storage value is set to zero from non-zero.
B it 24000 Refund given (added into refund counter) for suiciding an account.
Gluicide 5000  Amount of gas to pay for a SUICIDE operation.
* I Ce ag e Gereate 32000 Paid for a CREATE operation.
G oodedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.
Geant 700 Paid for a CALL operation.
. Geativalue 9000 Paid for a non-zero value transfer as part of the CALL operation.
[ ] S t C t t t | t G,.,,“.m,,,.,.,g 2300 A stipend for the called contract subtracted from G.apvarue for a non-zero value transfer.
m ar O n raC S are u rl n g CO m p e e Gnewaccount 25000  Paid for a CALL or SUICIDE operation which creates an account.
Geap 100 Partial payment for an EXP operation.
B 10 Partial payment when multiplied by [log,.,(exponent)] for the EXP operation.

F memory 3 Paid for every additional word when expanding memory.

® Eve ry i n Stru Ct i O n n e e d S to be p ai d for (exam p | e) Gixcreate HQDOID Paid by all contract-creating transactions after the Homestead transition.

B 4 Paid for every zero byte of data or code for a transaction.
(Bt G8  Paid for every non-zero byte of data or code for a transaction.
Gtransaction 21000 Paid for every transaction.

[ ] G I oy 375 Partial payment for a LOG operation.

aS p rl C e Glogdata 8 Paid for each byte in a LOG operation's data.

Glogtopic 375 Paid for each topic of a LOG operation.
Gahaa 30  Paid for each SHA3 operation.
G shaguord 6 Paid for each word (rounded up) for input data to a SHA3 operation.

* If you run out of gas, state is reverted, ETH gone 30 Paymat i BLOCKHASH operation

thur-klm sh

30

{STOP, RETURN}

= {ADDRESS, ORIGIN, CALLER, CALLVALUE, CALLDATASIZE, CODESIZE, GASPRICE, COINBASE,
TIMESTAMP, NUMBER, DIFFICULTY, GASLIMIT, POP, PC, MSIZE, GAS}

Woerytow = {ADD, SUB, NOT, LT, GT, SLT, SGT, EQ, ISZERO, AND, OR, XOR, BYTE, CALLDATALOAD,
MLOAD, MSTORE, MSTORES, PUSH*, DUP*, SWAP*}

Wise = {MUL, DIV, SDIV, MOD, SMOD, SIGNEXTEND}

W4 = {ADDMOD, MULMOD, JUMP}

Block Time [s]
N
o

source

Whign = {JUMPI} 10
Weztcade = {EXTCODESIZE}
0
2 2 3 2 2
0’6‘ 0’6\ %s %> O\’cp
- 3 N N\ N ~ ~
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https://www.cryptocompare.com/coins/guides/what-is-the-ethereum-ice-age/
https://etherscan.io/vmtrace?txhash=0x0866b19264d5f6c1b2040353557f0c057f95fb51a0de0209012d87b26bf201f2
http://gavwood.com/paper.pdf
http://gavwood.com/paper.pdf

Ethereum smart contract

* For now, proof of work (PoW)

EVM EVM

* But difficult with ASIC (memory-hard), starts at 1GB RAM for full node and
miner (2GB RAM should be enough)

* Computation and storage on EVM is "very expensive“: every contract is
run on every full Ethereum node

EVM EVM

* Result on every node is the same

* Global computer, always running, always correct

* Account-based EUM

2 types: externally controlled, contract

EVM

— Both can have and send ether

— External accounts: controlled by private keys EVM

* Contract accounts never executed on their own

— Contract accounts: controlled by code

— All action fired from externally controlled accounts Q e T h ereuimm
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https://eth.wiki/en/concepts/ethash/ethash
https://eth.wiki/en/concepts/ethash/ethash
https://eth.wiki/en/concepts/ethash/ethash
https://eth.wiki/en/concepts/ethash/ethash
https://eth.wiki/en/concepts/ethash/ethash
https://eth.wiki/en/concepts/ethash/ethash
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://en.wikipedia.org/wiki/Ethereum#Virtual_Machine
https://ethereum.org/en/developers/docs/accounts/
https://ethereum.org/en/developers/docs/accounts/

Account vs UTXO - Introduction

Account-based UTXO-based
* Global state stores a list of accounts with balances and * Every referenced input must be valid and not yet spent
code
* Total value of the inputs must equal or exceed the total
* Transaction is valid if the sending account has enough value of the outputs
balance

* You always spend all outputs

- Balance on sender is deducted, new balance
* Transaction must have a signature matching the owner

* If the receiving account has code, the code runs, and of the input for every input

state may be changed _ L : :
 Script determines if input is valid

* Signature must match sending account

Account 1 A ( Account 2 ) ( Transaction 1 ) (" Transaction 2 N F—
4ETH 1ETH —> |In Out 4BTC__ & (i out| -
25 ETH In Ol > |In Out| ——> 25 BTC —>
1ETH 1ETH 1BTC : 1BTC
—> | In Out| ——> Out —> | In Out| ——>
S ) 2 ETH " . \_ | 2 BTC "
Miner fee 21 BTC¢ )
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https://news.bitcoin.com/mining-pool-btc-com-80-btc-fee-refund/

MetaMask e — o
* MetaMask

* Web3 browser plugin to make Ethereum transactions in browsers

* Manage your key pairs and sign blockchain transactions

METAMASK

Encrypt your new DEN

* MetaMask injects javascript library - ethers.|s
New Password (min 8 chars)

* Uses infura

* Remix IDE: https://remix.ethereum.org Brmgs Ethereun
* Testnet: rinkeby/goerli/ropsten — merge on 02.06.2022) 1
* https://rinkeby.etherscan.io/ (blockchain explorer) > 4

[05-88|17:14:43] Commit new mining work
©5-88]17:15:06

Imported new chain segment 8 ey =0.0068 =891918
Commit new mining work ;
fully sealed new block
-1 od potential block
6] Commit new mining work

* No mining (use twitter with https://www.rinkeby.io)
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https://docs.ethers.io/v5/
https://infura.io/
https://remix.ethereum.org/
https://blog.ethereum.org/2022/05/30/ropsten-merge-announcement/
https://rinkeby.etherscan.io/
https://www.rinkeby.io/
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Example
* Installation
* npm install
* ./node_modules/.bin/webpack

* ./node_modules/.bin/webpack serve

Open Browser: http://localhost:8080/

Notary Contract - Chromium

Solidity IDE Notary Contract

&« C @ localhost:8080

Notarize PDF

.Drag your file(s) here to begin
ior click to browse

notarze | status: nothing uploaded

Distributed Systems

draft@home: ~/git/V5S-web3js

Edit View Search Terminal Help
f.bin ck-dev-server

ebpack output i E frnm
c4c7c0d3279286de6649

p5-06 12:57:52
Asset Size Chunks Chunk Names
main.c4c7c0d3279286de6649.js 947 KiB main [emitted] main
index.html 395 by [emitted]

Entrypoint main = main.c4c7c0d3279286de6649.]s
./node_modules/ansi-html/index.js] 4.16 KiB {main} [built]
./node_modules/loglevel/lib/loglevel.js] 7. KiB {main} [built]
./node_modules/strip-ansi/index.js] 161 bytes {main} [built]
./node_modules/url/url.js] 22.8 KiB {main} [built]
./node_modules/vue/dist/vue.esm.js] KiB {main} [built]
./node_modules/webpack-dev rver/client/index.js?http://localhost

lient?http://localhost:8080 7.75 KiB {main} [built]

[./node_modules/webpack-dev-server/client/overlay.js] (webpack)-dev-server/client/overlay.js 3.5

] (webpack)-dev-server/c

[./node_| odule /webpack-d
KiB {main} [built]

[./node_modules/webpack/hot sync
fmaln [built]

ket.js] (webpack)-dev-server/client/socket.js 1.05
\/log$] (webpack)/hot sync nonrecursive A\.\/log$ 170 byt

/emitter.js] (webpack)/hot/emitter.js 77 bytes {main} [built]
ot/log.js] (webpack)/hot/log.js 1010 bytes {main} [optional] [built]
I- fsrcprp uue] 8 {main} [built]
[./src/App. uue’vue&type template&ld 7ba5bhd90] 194 bytes {main} [built]
[®] multi (webpack)-dev-server/client?http://localhost:8080 ./src 40
[./src/index.js] 129 bytes {main} [built]
hidden modules

Child html-webpack-plugin for "index.html":

1 t

5 {main} [built]

[ fnbde modules/html-webpack-plugin/lib/loader.js!./index.html] 527
= !nnde mndules!lodash!lodash ]s] %z? KiB {0} [built]

{0} [built]
[built]

:mudulc ‘we C ildi J B 4¢ Z _0} [built]
ympiled y. I
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https://github.com/tbocek/FS21/tree/main/ethereum
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