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Distributed Systems & Blockchain in the News

* 2021: Developers spend most of their time « “It'll be a fun weekend for security teams
figuring the system out [link] everywhere!”
Distributed systems can be complex, keep e 29.03.2022: The roads not taken [link]

complexity low!
- Complexity vs Simplicity

The more complex, the higher the attack surface
— PoS in Ethereum is a complex system

e 30.03.2022: Spring Core on JDK9+ is

: : — “In general, it sometimes feels to me like
vulnerable to remote code execution [link] J

Ethereum's biggest challenges come from
Log4Shell scale issue? balancing between two visions - a pure and
simple blockchain that values safety and
simplicity, and a highly performant and functional
platform for building advanced applications”

Unclear situation: 2 different RCEs published
recently. One has a CVE and the other doesn't.

- CVE-2022-22963 - medium severity
- RCE ? Spring4Shell? Medium, high, critical?
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https://lepiter.io/feenk/developers-spend-most-of-their-time-figuri-9q25taswlbzjc5rsufndeu0py/
https://www.praetorian.com/blog/spring-core-jdk9-rce/
https://tanzu.vmware.com/security/cve-2022-22963
https://www.lunasec.io/docs/blog/spring-rce-vulnerabilities/
https://vitalik.ca/general/2022/03/29/road.html

Distributed Systems & Blockchain in the News

* 29.03.2022: STACKIT: Die Cloud der » Network can falil
Schwarz Gruppe startet in den Livebetrieb - Due to coronal mass ejections (CMEs), 50% more air
[link] drag
- Challenge task: | did not spot a free tier ¢ 28.03.2022: Internet-Sicherheit: Anschubhilfe fr

DNSSEC [link]

No login found, only “send us a message”
J y J  Slow adoption, TLD: 91%, SLD: 1.5-2.9%

’ 2_5-03-2022: ‘CO_PY '_'ChmOd‘ reduce_d the  30.03.2022: Axie Infinity’s Ronin Network Suffers
size of my container image by 35% [link] $625M Exploit [link]
Last lecture: OverlayFS, example, L05S10, + “Ronin validator nodes and Axie DAO validator nodes
improvement were compromisgd resulting in 173,.600.Ethe.reum and
25.5M USDC drained from the Ronin bridge in two
e 25 03.2022: Unexpected space weather transactions (1 and 2). The attacker used hacked private
causing the reentry of 38 Starlink satellites in keys in order to forge fake withdrawals.” [details]
February 2022 [link] - ~2 DeFi hacks a month, price impact
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https://gruppe.schwarz/presse/2022/stackit-die-cloud-der-schwarz-gruppe-startet-in-den-livebetrieb
https://www.stackit.de/de/preise
https://blog.vamc19.dev/posts/dockerfile-copy-chmod/
https://dsl.i.ost.ch/lect/fs22/extern/DSy-FS22-05-Containers.pdf
https://www.kernel.org/doc/html/latest/filesystems/overlayfs.html#metadata-only-copy-up
https://eartharxiv.org/repository/view/3208/
https://en.wikipedia.org/wiki/Coronal_mass_ejection
https://www.heise.de/news/Internet-Sicherheit-Anschubhilfe-fuer-DNSSEC-6654069.html
https://www.coindesk.com/tech/2022/03/29/axie-infinitys-ronin-network-suffers-625m-exploit/
https://litepaper.roninchain.com/
https://roninblockchain.substack.com/p/community-alert-ronin-validators?s=w
https://cryptosec.info/defi-hacks/
https://www.coingecko.com/en/coins/ronin
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