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Information security — Key concepts / Access control

« Confidentiality

Confidentiality protects transmitted data against

eavesdroppers

* Integrity
Provides protection against the modification of
a message

 Availability

Data needs to be available when needed

* Non-repudiation

Non-repudiation provides that neither the
sender nor the receiver can deny that a
communication has taken place

* Identification
E.g. with a username “alice”, you are claiming to
be Alice

 Authentication

Verifying a claim of identity. E.g., Alice shows
passport, so an other person can authenticate her.
Different authentication types:

— Something you know: things such as a PIN, a
password

— Something you have: a key, a swipe card

— Something you are: biometrics: palm, fingerprint

* Authorization

Determined what resources they an authenticated

user is permitted to access
O oST


https://spectrum.ieee.org/biomedical/imaging/the-biometric-wallet

Authentication

* Authentication

Single-factor authentication

E.g. password

Multi-factor authentication / 2FA

E.g. password and software token, SMS (15.03.2021)

 Password rules

Don’t use:

The name of a pet, child, family member, or significant
other

Anniversary dates and birthdays

Birthplace

Name of a favorite holiday

Something related to a favorite sports team
The word "password*

Don’t’ reuse passwords, use password managers

- Don’t enter passwords on unencrypted sites

- Password length: password cracking with 5000% in
2018 with hashcat

— Hashtype: WPA/WPA2: 1190.5 kH/s

Pw length
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38my

« Combinations depend on PW complexity
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https://www.vice.com/en/article/y3g8wb/hacker-got-my-texts-16-dollars-sakari-netnumber
https://techland.time.com/2013/08/08/google-reveals-the-10-worst-password-ideas/?iid=biz-article-mostpop2
https://www.netmux.com/blog/how-to-build-a-password-cracking-rig
https://github.com/hashcat/hashcat
https://math.stackexchange.com/questions/739874/how-many-possible-combinations-in-8-character-password

Authentication

« Software token: TOTP (Time-based One-time -+ Challenge Task

Password) In service, e.g., your HTTP server

q :
Often used as 2" factor, e.g., in andOTP In load balance, e.g. traefik, jwt

Based on keyed-hash message authentication

Choices...
code

~ hash(key + message)
- TOTP(K, T) Truncate(HMAC-SHA-256(K,T))

>
(-

—+
>

K=shared secret

« T=Current Unix time / X

C Service
~ (X default is 30sec) = Instance 1
O.Q =
.-. D _ KV
% Service Storage
Users ® Instance 2



https://tools.ietf.org/html/rfc6238
https://github.com/andOTP/andOTP
https://docs.traefik.io/middlewares/basicauth/
https://doc.traefik.io/traefik-enterprise/middlewares/jwt/

Authentication
 Basic Auth . Can be encode in URL

. Load balancer — https://lusername:password@dsl.hsr.ch

- Services (keep state! E.g., userlist) — Altention:

— http://www.gooqgle.com:search@evil.com

« Basic Auth, only with HTTPS

- Logout: use wrong credentials — inconsistent
behavior

« Server will reply with header
- WWW-Authenticate: Basic realm="“restricted area“

. . . — The user will see the information “restricted area”
- Client will provide

— Authorization: Basic <base64>

— <base64> contains the username:password in
base64

— echo -n "dGVzdDp0OZXNOQ" | base64 -d
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https://en.wikipedia.org/wiki/Basic_access_authentication
http://www.google.com:search@evil.com

Authentication

* DigestAuth . Advantages
Also available in fraefik — PW not in clear text (MD5), can be "SHA-256",
Hash + nonce, against replay attacks "SHA-256-sess", "SHA-512" and "SHA-512-sess"
Server sends — sess: "session key" for "authentication session"
- WWW:-Authenticate: DlgeSt I’ealm="testrealm@hOSt.Com", — Nonce for replay protectlon for Cllent and server

- Disadvantages
— Browser L&F

nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

Client sends in HTTP header — Cannot use scrypt or bcrypt to store PWs
— Authorization: Digest username="Alice",

realm="testrealm@host.com",

nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

uri="/dir/index.html",

response="6629fae49393a05397450978507c4efl"
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https://en.wikipedia.org/wiki/Digest_access_authentication
https://docs.traefik.io/middlewares/digestauth/
https://en.wikipedia.org/wiki/Digest_access_authentication#Impact_of_MD5_security_on_digest_authentication
https://tools.ietf.org/html/rfc7616

Authentication

« Public/private key * Create certificate
# create signing request
» Create SSL CA certificates for server with openssl req -new -nodes -keyout user.key -newkey
rsa:4096 -out user.pem
OpenSS| command # sign the previous request
openssl x509 -req -days 365 -in user.pem -CA
# This will return a 403 to all clients without a proper certificate ca.pem -CAkey ca.key -set_serial 01 -out user.crt
if ($ssl_client_verify != "SUCCESS") { return 403; } # convert to pkcsi2 format
openssl pkcs12 -export -out user.pfx -inkey
# This tells Nginx what CA to verify against user.key -in user.crt -certfile ca.pen

ssl_client_certificate /tmp/ca.pem;

« Add nginx security in your local network

# This tells Nginx to verify clients
ssl_verify_client on; - proxy_ssl certificate, proxy_ssl _certificate_key

Service

 Create CA Instance 1
#generate CA certificate and private key
openssl req -new -nodes -x509 -keyout ca.key -

newkey rsa:4096 -out ca.pem -days 3650

KV
SerVice Storage
Instance 2
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https://fardog.io/blog/2017/12/30/client-side-certificate-authentication-with-nginx/
http://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_ssl_certificate

Authentication

e * Add client cert to Firefox

Your Certificates People Servers Authorities ¢ U SEd se ”:'S | C] n ed
You have certificates from these organizations that identify you ce rtlflcates (for tes“ ng)

Certificate Name | Security D... | Serial Number | Expires On

< HSR-test CA - Alternative Let’s encrypt

localhost Software Sec... 01 March 24, 2...

View... Backup...  Backup All... Import... Delete...
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https://www.digitalocean.com/community/tutorials/how-to-create-a-self-signed-ssl-certificate-for-nginx-in-ubuntu-16-04
https://letsencrypt.org/2021/01/21/next-gen-database-servers.html

Authentication

« Session-based authentication (stateful)

Sticky session

—
(@)
=

" 34 DEmmme O

- 5
(@)
Users ®

Auth

* E.g., spring-boot
Simple login app

org.apache.catalina.session.StandardManager
based on ConcurrentHashMap

« JSON Web Token (JWT) (stateless)

Service
Instance 1

Service
Instance 2

KV
Storage

JSON-based access tokens (jwi.io)

JSESSIONID, Session information, that user was

successfully authenticated: memory

All server instances know a secret token / public key
When user logs in, server send back token

Client sends: Authorization: Bearer <token>

const user_token = base64urlEncoding(header) +'.' +

base64urlEncoding(payload) + '.' +
O OST

base64urlEncoding(signature)


https://www.waitingforcode.com/tomcat/session-storage-in-tomcat/read
https://en.wikipedia.org/wiki/JSON_Web_Token
https://jwt.io/

Authentication

JSON-based access tokens
— Header: {"alg" : "HS256"}

— Payload: {"sub" : "tom", "role" : "admin", “exp" :
1422779638}

Signature (simple): keyed-hash message

— ~hash(base64(header)+base64(payload) + secret
token)

Client can store user_token in

— localStorage.setltem(“token", userToken);
Example in golang with JWT

— Tutorial: here and here

« OAuth - protocol for authorization 3" party
integration

Grant access on other websites without giving
them the passwords

Header

["alg™:"HS5256",
e ypm T

Base&4
encode

Y

eyJhbGociQiJIUzIINIiIaInR5cCISIkpXVCIS

Payload

‘ {"username" :"userl"™,

"expT:15

47374082} ‘

Base&4
encode

eyJlc2VybmFEEZSI6InVeE IxT i

.
-

952SH

key ¥

my secret key

2Ye5 wlz3zpD4dSGdRp3s98ZipCNOqmsHRBIVioOx54

(signature)

L

wiZXhwl]oxNTQ30TcOMDgyfQ

source


https://github.com/square/go-jose/tree/v2
https://jelinden.fi/blog/simple-golang-jwt-authorize/xFThAkKmR
https://www.sohamkamani.com/golang/2019-01-01-jwt-authentication/
https://en.wikipedia.org/wiki/OAuth
https://www.sohamkamani.com/golang/2019-01-01-jwt-authentication/

Access Token / Refresh Token

User

Login

OAuth server

A

A 4

Access Token, valid 5min
Refresh Token, valid 6 month

Authorization: Bearer <Access Token>

Webserver / App

A

A\ 4

2xx, Ok

Authorization: Bearer <Access Token>

A

A 4

4xx, Nok
Refresh Token

A

A 4

Access Token, valid 5min
Authorization: Bearer <Access Token>
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https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
https://en.wikipedia.org/wiki/List_of_HTTP_status_codes

Access Token / Refresh Token

« Access Token only short lifetime, e.g., 10min.

If public key / secret is known, the content in the

token can be trusted, e.g., in the serivce

Can have userld, role, etc.

— No need to query DB for those information, e.q.:

type TokenClaims struct {
MailFrom string “json:"mail_from,omitempty""
MailTo string “json:"mail_to,omitempty""
jwt.Claims

}

* Refresh Token longer lifetime, e.g., 6 month

A refresh token is used to get a new access
token

IAM / Auth server creates access tokens

12

Only access token, with long lifetime

If a user credential is revoked — how to inform
every service?

Only refresh token

Tightly coupled Service/Auth, every request to
Service, Auth needs to be involved for every
access

Access + Refresh token

If a user credential is revoked, user has max.
10min more to access service

Auth only involved if access token is expired

Authorization Code Flow with Proof Key for

Code Exchange (PKCE)
O OST



Challenge = Hash(Code Verifier)

Code Verifier = Random
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OAuth PKCE Flow

Login + Challenge

OAuth server

A

A 4

Redirect to Login Page - Browser

Username / password

A

A 4

Auth Code

A

Auth Code + Code Verifier

A 4

Access Token, valid 5min
Refresh Token, valid 6 month

Authorization: Bearer <Access Token>

Webserver / App 2

A\ 4

OOST
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Example Auth Server

Fastauth

Simple authentication server that can also be
used for local development

Start with (also starts LDAP)
— go build
— .[fastauth -dev test -rs256 false -ed256 false

— Login:
http://localhost:8080/oauth/authorize?response ty
pe=code

PKCE
— Login:

— http://localhost:8080/oauth/authorize?response ty
pe=code&code challenge=fNcHfbUCOvMuzmkBK
7c2MR 8TK 1g6tHDXTJL6gcAco&code challenge

method=S256

- Copy code from browser

— curl -X POST -H 'Accept: application/json' --data
'grant_type=authorization_code' --data
"code=${CODE}" --data
‘code_verifier=HalloDaslIstEinTest12345678901234
5678901234567890"
http://localhost:8080/oauth/token

- Now you have the access token

- Example Client with jwt.io

— example-hello —hs256 test
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https://github.com/flatfeestack/fastauth
http://localhost:8080/oauth/authorize?response_type=code
http://localhost:8080/oauth/authorize?response_type=code&code_challenge=fNcHfbUCOvMuzmkBK7c2MR_8TK_Iq6tHDXTJL6qcAco&code_challenge_method=S256
http://localhost:8080/oauth/token

func jwtAuth(next func(w http.ResponseWriter, r *http.Request, claims *TokenClaims))
func(http.ResponseWriter, *http.Request) {
return func(w http.ResponseWriter, r *http.Request) {

authHeader := r.Header.Get("Authorization")
Authorization Chall Task " "itene
u O rl Za I O n a. en g e aS writeErr(..)
return
. . . }
¢ PVqu]IrT]EiI F2€3(1l1|r63r1163r]t bearerToken := strings.Split(authHeader, " ")
if len(bearerToken) != 2 {
- Check a JWT token, token can be generated writeErr(..)
elsewhere — e.g., jwt.io } return
. . . ] tok, err := jwt.ParseSigned(bearerToken[1])
- Can be checked in Service, in LB (traefik only if err 1= nil {
for enterprise version, nginx with plus) Wr'tteEr“---)
return
[éuthSources.jthource.jwt] ilaims .= &TokenClains{}
signingsecret = “super-secret if tok.Headers[0].Algorithm == "HS256" {
err = tok.Claims(jwtKey, claims)
} else {
- Validate in the service writerr(..)
return
}
if err != nil {
writeErr(..)
return
}

if claims.Expiry != nil && !claims.Expiry.Time().After(time.Now()) {
writekrr(..)
return

}

next(w, r, claims)
. OOST


https://doc.traefik.io/traefik-enterprise/middlewares/jwt/

